POL-Computer Security Incident Management

IR-1 to IR-8, *IR-4

POL-Computer Virus Detection and Protection

SI-3

POL-Disposal of Computers

MP-6

POL-Essential Information Security Roles

Appendix B Security Roles and
Responsibilities

POL-Information Security Programs

PM-9, 5 Core -Identify

POL-Information Technology Security Risk Management Policy

Will not be replaced - Suggested to be
renamed to Security Risk Management

POL-Internet Acceptable Use

CP-8

POL-Internet and Intranet Security

AC-8, CP-8, *SC-7, IA-3

POL-Logging On and Off Computer Resources

POL-Internet Filtering CP-8
POL-Internet Reporting CP-8
POL-LAN Backup and Archiving Plan
CP-9
AC-8, AC-11

POL-Network Server Security

PE-3, IA-2, AU-2, AU-6, AU-9 , SI-3

POL-Remote Access for Employees and Contractors

AC-17

POL-Security of Sensitive Data (Interim)

MP-4, MP-5, IR-6

POL-Workstation and Portable Computer Care

POL-Server Maintenance CM-3

POL-Transmission Privacy SC-8

POL-User Responsibility PL-4

POL-Username and Passwords IA-5
PE-9, PE-14

POL-Workstation Portable Computer and PDA (Personal Digit

IA-5, AC-11, SI-2, SI-3, SC-7, MP-4

STD-Data

PRO-Enterprise Change Notification CM-3
STD-Computer Security Incident Management IR-1
IA-7




STD-Employee Use of Information Technology

AU-1

STD-Information Security Access Control

AC-1 and rest of AC family

STD-Information Security Identification and Authentication IA-1
STD-Information Technology Risk Management RA-1 to RAS
STD-User Rights AC-1, AC-6




