
DEPARTMENT OF ADMINISTRATION

EMPLOYEE CONFIDENTIALity AGREEMENT, 

ACKNOWLEDGEMENT AND ATTESTATION

A. INTRODUCTION

I understand that as an employee of the Department of Administration, I may have access to several categories of confidential data and information.  This data and information may be generated by me or provided to me by others regarding individuals and entities in either oral and written form through a variety of communication mediums, including during in-person or telephonic conversations, by electronic or paper documentation, or by other means during interactions with others from within the Department, from other agencies, or with individuals or entities outside of state government.  I understand the importance of maintaining the confidentiality of this data and information to protect the privacy rights of individuals and entities, including employees and the general public, and to protect the State and me from possible liability, penalties, and criminal charges for unlawful disclosure.  Because of these responsibilities, I understand the need for reading and understanding   this Acknowledgement.  
B. FEDERAL AND STATE TAX INFORMATION 

I understand the following:

1. I may have access to Federal Tax Information (FTI) and State Tax information as defined in footnote 1 below.  

2. Tax returns or tax information disclosed to each user may be used only for a purpose and to the extent authorized by the data manager in connection with the processing, storage, transmission, and reproduction of tax returns and return information; the programming, maintenance, repair, testing, and procurement of equipment; and providing other services for purposes of tax administration.

3. Further disclosure of any tax returns or tax information for a purpose or to an extent unauthorized by the data manager for these purposes constitutes a felony, punishable upon conviction by a fine of as much as $5,000, or imprisonment for as long as five years, or both, together with the costs of prosecution (Internal Revenue Code (IRC) section 7213).

4. Further inspection of any tax returns or tax information for a purpose or to an extent not authorized by the data manager for these purposes constitutes a misdemeanor, punishable upon conviction by a fine of as much as $1,000, or imprisonment for as long as one year, or both, together with costs of prosecution (IRC 7213A)
5. Should either unauthorized access or disclosure occur, individually I can be sued by the taxpayer and would be liable for civil damages amounting to a minimum of $1,000 for each act or the actual damages sustained by the taxpayer (whichever is greater) as well as the costs of the court action (IRC 7431).

6. Under Montana law, 15-30-303, MCA; 15-70-209, MCA; 15-70-344, MCA; and 15-70-351, MCA, a user cannot disclose or disseminate information contained in a statement required under the fuel-tax sections.  Making an unauthorized disclosure or unauthorized inspection of information can make the person subject to the disciplinary procedures established by state law, which could include termination from employment.
7. If exposure to FTI is expected through my employment position with the Department of Administration, I have received awareness training and understand the policies and procedures for safeguarding FTI and the penalties for unauthorized inspection or disclosure of FTI.
C. CRIMINAL JUSTICE INFORMATION

I understand the following:

1. I may have access to criminal justice information as defined in footnote 2 below, via the state network.  
2. My access to this information is limited for the purpose(s) outlined in the agreement between the Department of Administration and the government agency providing the information.

3. Criminal history information and related data are particularly sensitive and may cause great harm if misused.  
4. Misuse of the system by accessing it without authorization, exceeding the authorization, using the system improperly, or using, disseminating or re-disseminating criminal justice information without authorization, may constitute a state crime, federal crime, or both.
D. CONFIDENTIAL INFORMATION 

I understand the following:  

1. I may have access to Confidential Information held by the Montana Division of Banking and Financial Institutions (Division).  That information may include, but is not limited to:

a. Federal Deposit Insurance Corporation (FDIC) examination reports which are confidential pursuant to 12 C.F.R. 309.6(a);

b. Board of Federal Reserve examination reports which are confidential pursuant to 12 C.F.R. 261.2 and 12 C.F.R. 261.20(g);

c. Office of Comptroller of the Currency (OCC) examination reports which are confidential pursuant to 12 CFR 4.36 and 4.37(b);

d. Division reports of examination which are confidential pursuant to 32-1-234, MCA; 

e. National Credit Union Administration (NCUA) records of federally insured credit unions which are confidential pursuant to 12 C.F.R. 792.30;

f. any information gained by a state or federal agency in the course of a financial institution examination which is confidential under the same authorities cited above;

g. reports filed under the Bank Secrecy Act or the Anti-Money Laundering Act which are confidential under 31 U.S.C. 5319 and 31 C.F.R. 1020.320; 

h. accounts records of customers or consumers of financial institution services that may include personally identifiable information such as names, addresses, dates of birth, account numbers, or social security numbers which are confidential under the Montana Constitution Article II, Section 10 and 15 U.S.C. 6801; 

i. credit report information and credit score which is confidential under 15 U.S.C. 1681b and 15 U.S.C. 1681r; 

j. tax return information which is confidential pursuant to 26 U.S.C. 6103 and 15-30-2618 and 15-31-511, MCA; and
k. examinations and work papers and any information gained in the course of an examination of mortgage companies or individuals licensed by the State of Montana which are confidential pursuant to 32-9-160, MCA.

2. Confidential Information disclosed to each user may be used only for a purpose and to the extent authorized by the data manager in connection with the processing, storage, transmission and reproduction of the Confidential Information; the programming, maintenance, repair, testing, and procurement of equipment; and providing of other services for the Division.

3. Further disclosure of Confidential Information constitutes a felony under state law, punishable upon conviction by a fine of as much as $1,000, or imprisonment for as long as five years, or both, together with the costs of prosecution (32-1-234, MCA).

4. Further inspection of or disclosure of Confidential Information for a purpose or to an extent not authorized by this contract constitutes a felony under federal law which is punishable upon conviction by criminal penalties of up to $250,000 and imprisonment for up to five years.  (31 U.S.C. 5322 and 31 C.F.R. 1010.840).

5. Should either unauthorized access or disclosure occur, individually I may be sued by the state or federal agencies and would be liable for civil damages amounting to a minimum of a fine of as much as $100,000 for each violation as well as the costs of the court action (31 U.S.C. 5321 and 31 C.F.R. 1010.820).
E. PROTECTED HEALTH INFORMATION 

I understand the following:

1. I may have access to Protected Health Information (PHI) as defined in footnote 3 below.  

2. Maintaining confidentiality of PHI is my legal obligation to State of Montana employees, retirees, and their dependents covered under the State health plan, to the Montana citizens who are covered under a public assistance program, and to the individuals whose PHI is stored in the State’s data warehouse.   

3. I shall consider as confidential any and all PHI, oral or written, pertaining to individuals, family members/domestic partners, and employees.

4. I am responsible as a Department of Administration employee for maintaining confidentiality of PHI outside of the professional boundaries of this job.
5. I shall use and disclose the minimum necessary amount of PHI to perform my job duties.

6. Uses or disclosures of PHI that are outside of those allowed by the State’s policies must be made known immediately to my supervisor.

7. Unintentional failure to comply with the privacy policies of the State or the law regarding PHI may result in sanctions including civil penalties and disciplinary action up to and including termination. 
8. Intentional failure to comply with the privacy policies of the State or the law regarding PHI may result in civil penalties and criminal prosecution.
9. If exposure to PHI is expected through my employment position with the Department of Administration, I have received training about and understand the policies and procedures for using, disclosing, and safeguarding PHI and the consequences of unauthorized uses or disclosures of PHI.

F. CONFIDENTIAL EMPLOYEE DATA AND INFORMATION
I understand the following:

1. I may have access to Confidential Employee Data and Information.  That information may include, but is not limited to:
a. Personal employee information, including a person’s address, telephone number, email address, social security number, driver’s license number, bank and credit card information, health information, and other identifying information. Although an employee’s first and last name is not generally considered confidential, there may be circumstances when an employee’s first and last name may be confidential based upon the sensitive nature of their position.
b. Race, sex, marital status, disability, other demographic information.
c. Medical records, personal health information including information regarding enrollment in a benefit plan and all information designated as PHI protected under HIPAA, the ADA, or FMLA.  Personally identifiable information (PII), such as name, date of birth, or social security number, becomes personal health information to be protected under HIPAA when the PII is combined with the individual’s past, present, or future physical or mental health or condition; the provision of health care to the individual; or past, present, or future payment for the provision of health care to the individual. 
d. Genetic information protected under Genetic Information Nondiscrimination Act.
e. Individual tax and financial information, except state employees’ salary or wage information and leave information is not protected.  The reason for sick leave is protected.
f. Pre-employment information, including resumes, applications, reference checks, background checks, credit reports provided according to Fair Credit Reporting Act, question responses, and evaluation notes.
g. Accident reports and workers’ compensation claims.
h. I-9 forms.
i. Performance appraisals.
j. Disciplinary actions and investigation reports, non-public litigation, audit and inquiry information.
k. Computer system passwords and security codes.
l. Attorney-client communications and attorney work product.
m. Any other information that is designated or marked as confidential by contract or non-disclosure agreements.

2. Individuals may have an expectation of privacy in this Confidential Employee Data and Information.

3. I shall maintain the confidentiality of this data and information, and I may be subject to discipline up to and including termination of employment if I fail to do so.
ACKNOWLEDGEMENT AND ATTESTATION
I understand that it is a condition of my employment to maintain confidentiality of data and information and that I may be subject to consequences indicated if I fail to do so.  There may be instances when disclosure of confidential data or information is permitted as required as part of my job duties or as required by law.  Prior to any disclosure, I shall contact Department of Administration legal counsel or my supervisor.  If I do not know whether certain data or information is confidential and whether or not I may provide it to an individual or requestor, I am expected to ask Department of Administration legal counsel or management whether it is appropriate to disclose the requested data or information before I disclose it.  Otherwise, I shall not disclose the confidential data or information. 
I understand that if I unintentionally disclose protected information or become aware of another person’s unintentional or intentional unlawful disclosure, I must immediately report it to my supervisor or another manager so that steps may be taken to mitigate the disclosure, including to inform the individual whose information was disclosed if required by law, or to recover the information.

I understand and agree that upon termination of my employment, I shall return any confidential information in my possession, and I shall maintain the confidentiality of data and information I have learned after termination of my employment.
1 FTI (IRS Code) - A taxpayer’s identity, the nature, source, or amount of his income, payments, receipts, deductions, exemptions, credits, assets, liabilities, net worth, tax liability, tax withheld, deficiencies over assessments, or tax payments, whether the taxpayer’s return was, is being, or will be examined or subject to other investigation or processing.
2 CJIS Data - Data considered to be criminal justice in nature to include images, files, records, and intelligence information. FBI CJIS data is information derived from state or Federal CJIS systems.
3 PHI -  Individually identifiable health information that is transmitted by electronic media, maintained in electronic media, or maintained or transmitted in any form or medium including, without limitation, all information (including demographic, medical, and financial information), data, documentation, and materials that are created or received by the State’s health plan, public assistance programs or data warehouse or a Business Associate from or on behalf of the State’s health plan or public assistance programs in connection with the performance of services and relates to:

a) The past, present or future physical or mental health or condition of an individual;

b) The provision of health care to an individual; or 

c) The past, present or future payment for the provision of health care to an individual;

and that identifies or could reasonably be used to identify an individual and shall otherwise have the meaning given to such term under the HIPAA Privacy Rule.  PHI does not include health information that has been de-identified in accordance with the standards for de-identification provided for in the HIPAA Privacy Rule.  PHI does not include employment records held by the State in its role as employer.
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