State of Montana Information Security Awareness Training Program
[image: ]     Frequently Asked Questions (FAQ)

Each question is Hyperlinked to the answer/discussion. If you do not find information you are looking for please contact ISSO using our Risk Management E-Mail; DOASITSDRiskMgt@mt.gov  or call 444-2571/444-4557.
1. Why do trainees see more modules than what is assigned in the training policy?
2. When will e-Mail notifications be sent out to issue passwords and notify beginning of training?
3. Is the e-Mail notification in number 2. above an automatic process?
4. Where and how do SANS Administrators manage e-Mail notification content?
5. What are the eligibility criteria for who must receive training, optional training, and any exclusion?
6. What is the UserID and Password structure for signing on to STH online training? 
7. What are the procedures for obtaining assistance with questions, technical problems, training or other concerns as a POC Administrator, Manager/Executive Officer, or Trainee?
8. Are the respective State Departments/Agencies responsible for establishing their own respective roll-out policy/procedure communications to their management staff and employees with associated timeline for completion of training?
9. What is the significance of September 16, 2013 for this program?
10. What is the “Compliance” element attached to this training requirement for executive branch departments and employees? 
11. Since we used SANS STH training in previous years, will we have the same passwords or will they all be reset?
12. We used to have sub accounts that we broke out by division so that we could provide reports to our division administrators.  Can we recreate these sub accounts?
13. We had created a sub account called DOC-Vacant and moved all our used licenses there so that when the annual recycle was set we could just tell them to reset all the licenses in this group.  Can we do that again?
14. Will we be allowed to maintain some vacant positions/licenses (floaters) to move around as needed?
15. Why do some of my trainees get an Error 201 message that the training module cannot load, or it just sits waiting with a blank screen?
16. Why do my SANS e-mails go directly to my SPAM (Quarantine) or Outlook JUNK E-Mail?  
17. When and How do our trainees receive completion certificates?
1. [bookmark: Q1]
Why do my trainees see more modules than what is assigned in the training policy?
The initial structure is set up with all trainees in a queued status. When these are activated to initiate training they will see all modules that are available until specific training is assigned. To remedy this and restrict the trainee to only see and take the defined “Required” modules perform the following:
a. At the Home Page under the “Account Status” select a specific training group (e.g., DOA-Annual)
b. Open the “Assign User Training” page, you’ll see 4 steps to complete
c. STEP 1 and STEP 2 should not need any action unless customizing training. STEP 1 assumes the defined policy for this group. If you wish to customize training for this group or a select few within this group you can check the modules you want to add in STEP 1. 
d. Under STEP 3 select all users within this training group for the training about to be assigned.
e. Going to STEP 4  UNCHECK the training e-mail notification if you DO NOT WISH TO SEND another e-mail notification (an e-mail is sent when you activate from the “Managed Queued User” page. Click on Assign Lessons. NOW THIS GROUP OF TRAINEES SHOULD ONLY SEE ASSIGNED TRAINING MODULES. 
f. Repeat this process for each training group you have within your Department/Agency
g. Back at the home page select the top level account and complete the activation for your respective trainees from the “Managed Queued User” page. This can be done from the top level account to activate all users, does not require one to be in a specific sub-account as was required above for “Assigning User Training.”
2. [bookmark: Q2]When will e-Mail notifications be sent out to issue passwords and notify beginning of training?
A “Welcome” e-mail is sent to all trainees when activated from the  “Managed Queued User” page. So until your organization is ready to implement your respective training and you take action to move into an active status, all trainees will remain in a queued status without any e-mail or other notification. If you need assistance when ready to implement training please contact our office.
3. [bookmark: Q3]Is the e-Mail notification in number 2. above an automatic process? 
The e-Mail is automatically sent out to all trainees that are selected during the activation process; moving from Queued to Active.
4. [bookmark: Q4]Where and how do SANS Administrators manage e-Mail notification content? 
Under “Account Admin” click on Customize Emails to open a page with several tabs for each different automated e-Mail. Important change you should make before initiating any training = STEP 1 make sure to change the “…Email Will Be From:” name to your organization’s administrator. Just click on the list arrow and select your respective administrator who will handle any questions or training concerns. STEP 2 proceed to edit any or all of the automated e-mails. STEP 3 CONFIRM your changes. NOTE: if you check the “Update all sub-accounts below” box this should update the edited e-Mails for each training group sub-account, however this does not update STEP 1. You will need to make that change on each training group/sub-account. This will require you to return to the home page and selecting a new group under “Account Status”.
5. [bookmark: Q5]What are the eligibility criteria for who must receive training, optional training, and any exclusion?
a. Eligible – all executive branch state employees who have an Active Directory ID should be considered for required training. Contractors, Short-term/Temp hires, or seasonal workers who require an Active Directory ID to access information/data systems on the state network should be included in this group. If you have employees that do not require use of computers such as field workers, maintenance and grounds personnel you may want to consider providing them with reading material for awareness (which is also supported by this program) but not issue a STH license for their use.
b. Optional – all non-executive state Agencies or Programs who have an Active Directory ID may be considered for participating in this training. Contractors, Short-term or Temp hires, or seasonal workers who require an Active Directory ID to access information/data systems on the state network should be included in this group. If you have employees that do not require use of computers such as field workers, maintenance and grounds personnel you may want to consider providing them with reading material for awareness (which is also supported by this program) but not issue a license for their use.
c. Exclusion - local governments and state universities have their own fiscal funding structure and respective IT support and would not fall under this training program for support. One caveat or exception may be university staff or local government entities that are contracted for support or provide data to a State of Montana Department/Agency and that State of Montana Department/Agency has paid for a VPN, Active Directory ID, or other connection to allow such access and support. These exceptions would then be also eligible for this training and associated support.
6. [bookmark: Q6]What is the UserID and Password structure for signing on to STH online training?
a. UserID – your e-mail address will become the UserID for this LOGON.
b. Password – must contain at least one special character, at least one upper case, at least one number and be at least eight (8) characters in length. EXAMPLE: !Aword1234
VALID ALPHABETS CHARACTERS:  A-Z, a-z
 VALID NUMERIC CHARACTERS:  0-9
 VALID SPECIAL CHARACTERS:  ! £ $ % ^ & * ( ) @ # ? < > .
c. How do I obtain my UserID and initial Password? Once you have been assigned training you should receive a “Welcome” e-mail which will provide your instructions on how to access the training to include your initial password.
d. Note that after this initial logon you will be able to find and access STH logon from our State of Montana Information Security Website (effective Monday, September 16, 2013).
7. [bookmark: Q7]What are the procedures for obtaining assistance with questions, technical problems, training or other concerns as a POC Administrator, Manager/Executive Officer, or Trainee?
a. POC/Administrator – Whenever possible use the Service Desk “Incident/Service Request” online, via phone (444-2000), or e-Mail (ServiceDesk@mt.gov). If you have an urgent issue that needs a short turnaround please call 444-2571 or 444-4557. Please DO-NOT contact SANS STH technical support directly. Let the ISSO work with any issues that will require their assistance.
b. Management/Executive Officer - First work through your organization’s POC/Administrator who may be able to assist with the issue. If you have not received assistance within 24 hours, your POC/Administrator is not available, or you need urgent assistance please call 444-2571 or 444-4557.
c. Trainee – First work through your organization’s POC/Administrator who may be able to assist with the issue. If you have not received assistance within 24 hours or your POC/Administrator is not available call 444-2571 or 444-4557.
d. Feedback (Opportunities to improve; Tell us how we are doing) – please let us know if your needs are being met or you have suggestions for improvement, training, or other opportunities. Send us an e-Mail to:  DOASITSDRiskMgt@mt.gov 
8. [bookmark: Q8]Are the respective State Departments/Agencies responsible for establishing their own respective roll-out policy/procedure communications to their management staff and employees with associated timeline for completion of training?
Yes – Monday, September 16, 2013 roll-out that the ISSO office is assisting all state Departments with is for the initial upload and structure of licenses to minimize your respective workloads in getting this rolled out. Each of you will need to prepare and coordinate with your senior and mid-level management to bring awareness of the program and any policy/procedure you may require for time of year you will require annual training, how to address new employees (e.g., include with your HR New Employee Orientation requirements), and any other internal requirements for training. We are here to help you so if you need our assistance for a Department training and awareness presentation to your leadership or employees (15 minute presentation) or other administrative assistance we can assist you with that (no additional fees for this assistance – comes with the training program).
9. [bookmark: Q9]What is the significance of September 16, 2013 for this program?
This date is the requested date from Governor Steve Bullock to have a defined and available state-wide Information Security Training program. The ISSO under direction of the Chief Information Security Officer Lynne Pizzini has been tasked by the State CIO Ron Baldwin to develop the State of Montana Information Security Awareness Training Plan and roll-out to all eligible state employees by September 16, 2013. This date is the starting point to implement the program, not necessarily to have every state department start training on this date. The ISSO is assisting all organizations to begin this program with a good structure and continued support to make this training accessible to all state employees and successful at strengthening that front line defense against security vulnerabilities and Cyber Terrorism. Each department should develop a plan for execution as to the best time of the year to have training completed and how to best integrate with new employee orientation. Also keep in mind contractors that should also be part of this training awareness.
10. [bookmark: Q10]What is the “Compliance” element attached to this training requirement for executive branch departments and employees? Two perspectives are approached in response to this question:
a. HR administration, a primary tool for compliance – each respective department should have an HR element that supports new employee training and orientation. This InfoSec training program should be integrated within this same process and compliance disciplines that exist within the organization for any required training as a condition of employment. This could be addressed just like the discrimination & harassment required training that all employees must receive.
b. Other incentives may be forthcoming which will be a benefit to each department who is compliant with this training and other security related requirements.
11. [bookmark: Q11]Since we used SANS STH training in previous years, will we have the same passwords or will they all be reset?
The system has been reset with all previous passwords deleted. As these new licenses are assigned to individuals and moved from a “Queued” status to Active an e-mail will be sent out to welcome them and issue a temporary password. At time of initial logon one will be prompted for a new password. It is strongly suggested that new passwords be used. 
12. [bookmark: Q12]We used to have sub accounts that we broke out by division so that we could provide reports to our division administrators.  Can we recreate these sub accounts?
Either one of two structures can be used to provide this level of awareness on training status. The Sub-category structure is one but ends up creating an extremely long and potentially confusing list that the ISSO has to monitor and manage at the top level. It would also require you to create 4 or 5 training groups under each sub-category you create in order to keep the training policies aligned properly for the training material. I would discourage use of the “Sub-Category” structure.
I believe a better approach is to use the “Department” field of the User Profile and add a Division or Bureau identifier naming convention. For example:
“DOC/BOI”  = Department of Commerce, Bureau of Investments.
Using this naming convention will allow ISSO at the top level easily see each state department while at your level more granularity will allow for more detailed reporting to your divisions and bureaus.
When you run your status reports you will be able to download to CSV file and then import to Excel or Access and sort or group as desired to provide reports by Division or Bureau. If you need help with this please contact the ISSO through the Service Desk “Incident/Service Request” online, via phone (444-2000), or e-Mail (ServiceDesk@mt.gov).
13. [bookmark: Q13]We had created a sub account called DOC-Vacant and moved all our used licenses there so that when the annual recycle was set we could just tell them to reset all the licenses in this group.  Can we do that again?
ISSO will use this suggestion and apply across the board to all Departments so we have a consistent End-of-year process and structure – Great Idea! The new sub-account has been added under the name of “AAA-Hold Account” where the “AAA” represents your agency; DOA, DLI, DOC, COR, etc. This should be used by all agencies administrators to roll up used licenses from employees who have left. Use the “Allocate Users” function under Account Management to move the trainee to this holding account.
14. [bookmark: Q14]Will we be allowed to maintain some vacant positions/licenses (floaters) to move around as needed?  
With the new structure built as centrally managed ISSO will maintain all excess licenses at the top state level so we can support quickly any agency that may have new requirements. We will work across the board to make sure we maintain an adequate margin of reserve licenses to handle turnover of personnel. We may also structure 5 extra licenses at the respective State Department level so you have immediate access to a license when you have new personnel and then request a replacement license to be ready for the next new employee.
15. [bookmark: Q15]Why do some of my trainees get an Error 201 message that the training module cannot load, or it just sits waiting with a blank screen?  

Most likely reason is the browser filters are seeing this as an untrusted site based on some default or other settings. The trainee will want to add the following two URLs as trusted sites and then close and reopen the browser
rtmp://s1lnmtvcosiomh.cloudfront.net/cfx/st/  
https://s3.amazonaws.com/securehuman2/english/full
How to add to IE Trusted Sites:
a.	Open the Tools menu group (usually in upper right corner-looks like a gear sprocket)
b.	Select “Internet Options” from the pop-up menu list
c.	Click on the “Security” tab and select the green checkmark “Trusted Sites”
d.	Click on the “Sites” button to open a window that should show a list of trusted sites,  if any have been added.
e.	If not already listed, type in and add the above two sites and then close this window and click “OK” on the Security Tab
If you have continued problems please submit a service ticket for assistance (Ph 444-2000, e-Mail: ServiceDesk@mt.gov , or online: servicedesk.mt.gov ), with reference to SANS STH Module loading problem. 
16. [bookmark: Q16]Why do my SANS e-mails go directly to my SPAM (Quarantine) or Outlook JUNK E-Mail?  
These filtering functions are a local user hardware structure; as such this is something that SITSD Network office does not control. Local filtering unique to each computer could be causing this SPAM or JUNK filtering. The fix should be easy:
a. SPAM – If it is caught as SPAM Quarantine Notification, release it by opening the SPAM Quarantine e-mail and click on “Move To Inbox”.
b. JUNK MAIL - If the mail is in the Outlook client in the Junk Folder, each person will need to open the email and in the upper left corner click on the “Junk” option list and select “Not Junk.”
17. [bookmark: Q17]When and How do our trainees receive completion certificates?  
At this time STH online Awareness Training program does not automate this process upon completion of training. The respective administrator or a request to ISSO has to initiate a report of completion to send out an e-mail that will provide the URL link to the completion certificate:
a. CHECK CUSTOM E-MAIL. Before executing this process check your custom e-mail for this report to make sure it includes the $$cert$$ code which will provide the URL link for the certificate in the e-mail that is sent out. You should check to make sure this is true for all sub-accounts within your organization.
b. SUMMARY REPORTS. First make sure you are viewing the top level account for your organization. Then start by opening the Summary Reports page and click or select “Run Report” for ACCOUNT DETAILS.
c. ACCOUNT DETAILS. This report provides a summary for each sub-account on training status. The last column indicates the number of completed training. Click on a completed number to open that training group and see who has completed training.
d. COMPLETED Report. This page provides a list by name of completed training with enrollment dates and completion dates. The second to last column tracks when an e-mail has been sent out. If this column is blank that individual has not received an e-mail for completion. Select the individuals needing an e-mail and then click on the “Send Completed E-mail” button at the top of the page.
e. TRAINEES. After sending this e-mail the trainee will receive the custom e-mail that was set up for this report with a URL link they will need to opened by the trainee to view and print or save.
f. 2 CPE CREDITS. The default setting for this training is 1CPE credit for taking this training. For any Management, Technical, or Security added training we will have a state-wide completion certificate that will reflect 2 CPE’s for completing 2 hours of training which most average when filling these additional roles and completing added training. If your trainees require the 2 CPE certificate please contact ISSO for one to be issued in their name. Requests can be submitted through the online Service Desk ticket system, phone - X2000, or via e-mail “ServiceDesk@mt.gov.”
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