STATE OF MONTANA
EMPLOYEE CONFIDENTIALITY AGREEMENT AND 
ACKNOWLEDGEMENT 

A. INTRODUCTION
[bookmark: _GoBack]I understand that as an employee of the State of Montana, I may have access to several categories of confidential data and information.  This data and information may be generated by me or provided to me by others regarding individuals and entities in either oral and written form through a variety of communication mediums, including during in-person or telephonic conversations, by electronic or paper documentation, or by other means during interactions with others from within the State, from other agencies, or with individuals or entities outside of state government.  I understand the importance of maintaining the confidentiality of this data and information to protect the privacy rights of individuals and entities, including employees and the general public, and to protect the State and me from possible liability, penalties, and criminal charges for unlawful disclosure.  Because of these responsibilities, I understand the need for reading and understanding this Acknowledgement.  
B. Social Security Administration Provided Information (SSA-PI) Disclosure
State of Montana employees and contractors have an obligation to protect SSA-provided information (SSA-PI) from unauthorized inspection and/or disclosure. If you suspect or know of unauthorized disclosure, notify your agency security staff as soon as possible. 
If your agency experiences or suspects a breach or loss of PII or a security incident which includes SSA-provided information (SSA-PI), they must notify the State official responsible for Systems Security designated in the agreement (currently Lynne Pizzini). That State official or delegate must then notify the SSA Regional Office Contact Tracy Tweten at (303)844-0839 or the SSA Systems Security Contact identified in the agreement. If, for any reason, the responsible State official or delegate is unable to notify the SSA Regional Office or the SSA Systems Security Contact within one hour, the responsible State Agency official or delegate must report the incident by contacting SSA’s National Network Service Center (NNSC) toll free at 877-697-4889 (select “Security and PII Reporting” from the options list). The agency will provide updates as they come available to SSA contact as appropriate. Refer to the worksheet provided in the agreement to facilitate gathering and organizing information about an incident. 

