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Security Matters

Focus on Email

For many of us it’s hard to imag-
ine a day without email. Whether
we’re at home or at work, there
always seems to be a new mes-
sage waiting in our email. Email
provides an efficient way to share
information, stay informed, and
communicate with co-workers,
friends, and family. But dangers
may be mixed in with legitimate
messages.

More than likely you know about
phishing — email-based attacks
that seek to trick you into taking
actions that will compromise
your accounts, provide user IDs
and passwords, or infect your
devices. Phishing is one of the
most commonly used and effec-
tive attacks used by cyber crimi-
nals. While phishing, spear-
phishing (targeting a group of
individuals based on employer,
job, or other characteristic), and
whaling (targeting high value
individuals like CEOs) are becom-
ing more and more sophisticated,
staying aware can go a long way
toward keeping you safe. For
example:

¢ Do you know the person or
recognize the originating
email address?

¢ Pay attention to spelling
and grammar. Cyber-

criminals sometimes have
poor spelling or grammar.

¢ Beware of links in email. If
you see a link in a suspi-
cious email message, don’t
click on it.

¢ Cyber-criminals often use
threats that your security or
account has been compro-
mised.
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¢ If the message says you
must take action immedi-
ately or face dire conse-
quences, that may be a sign
that the message is a trick.
¢ Watch for spoofing popular
websites or companies.
Scam artists use graphics in
email that appear to be
connected to legitimate
websites but actually take
you to phony scam sites.
¢ If it sounds too good to be
true, it probably is.

When presented with what
might be a phishing email, re-
view the sender’s email address.
Is it someone you know and
does the address, not just the
name, appear to be from a le-
gitimate sender?

If the email contains a link hover
your mouse over it to verify
where the link goes. Alternately,
you can open a browser and
manually type in the site URL if it
is a link from an organization with
which you have a relationship.
Continued on page 5

World Password Day 2016

May 5th was World Password
Day. According to the National
Cyber Security Alliance (NCSA),
“Email accounts in particular are
extremely important to protect as
once breached, hackers can use
them to reset passwords and
break into other accounts, steal
identities, target contacts and put
an individuals' reputations at
risk.”

® (Create strong passwords.
Use a combination of at least 12
upper and lower case letters,
numbers, and special characters.
Passphrases make it easier to
remember complex passwords.

® Get two steps ahead and
protect core accounts — such as
email, financial services, and so-
cial networks — with multi-factor
authentication. Multi-factor au-
thentication requires a second
step, such as a text message to a
phone or the swipe of a finger to
be used in addition to a password
to log on to an account.

® Use unique passwords for
each account. You wouldn’t use
the same keys for your car, your
office, and your home would
you? Passwords are like keys to
your digital life. Don’t make it

easy for criminals by using the
same one for everything.

® Use a password manager.
Password manager can keep track
of or even generate strong pass-
words for you. You only have to
remember one strong master
password. Many of the managers
available today restrict use to
devices you've registered which
further protects your passwords.

For some other advice, let Betty
White give you a pep talk in four
different videos:
https://passwordday.org/

NIUNID)
Enterprise Security
Program

Security Matters is the
monthly information
security newsletter pub-
lished by the Enterprise
Security Program. Each
month we also have a
supplemental file of ma-
terials you can use for
security awareness. You
can find that file at:
http://sitsd.mt.gov/
Montana-Information-
Security/Security-
Training-Resources

We hope you'll find the
newsletter and materials
useful and hope you'll
give us feedback on
what we can do better.
Your suggestions for
topics and content are
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A monthly update on the latest
security threats and other software
news.

This is the ninth year Verizon
has published its annual Data
Breach Investigations Report
(DBIR). The report used 64,199
security incidents and 2,260
data breaches to analyze
patterns, trends, and items of
interest to those who are seek-
ing to understand and prevent
security incidents. The full re-
port is available for download

here. Below are some main
takeaways from this year’s
report.

The first takeaway from the
2016 DBIR is that there is no
industry, area, or organization
that is safe from compromise.
Among the industries most
affected by data breaches were
financial, retail, accommoda-
tion, information, and public
sectors. Most of the attackers
were external actors motivated
by financial gain.

As for how cybercriminals attack,
phishing and point-of-sale (POS)
compromise are the most likely
tools used for successful attacks.
For all phishing campaigns in 2015,
some 30% of messages were
opened by the intended target
with 12% of those target clicking
on the link or attachment.

The acquisition of credentials play
a larger part this year compared to
the past, giving attackers an easier
route to reaching their goals. Ac-
cording to the DBIR, 63% of con-
firmed breaches used weak or
stolen passwords. Phishing and
web-based mail servers were the
source of many of the stolen cre-
dentials.

The DBIR also discusses the in-
creased time to discovering com-
promises. Not only is the time to
discovery getting worse, but that
discovery is least likely to be made

¢ May 24, 2016 - 2:30—4:30 at the Metcalf Building, Conference Room 111
1520 E. 6th Ave

Check

Meeting Highlights of the
Montana Information Security
Advisory Council Meeting &
Preview of the Upcoming

Meeting

Time Change for MT-ISAC
Meetings — The MT-ISAC Council
has approved to move the meeting
time to 11AM to 1PM. This time
change will start with the upcom-
ing May 19™ meeting and continue
for future meetings. The MT-ISAC
will still continue to meet the 3™
Thursday each month.

by internal parties. Instead,
law enforcement, third par-
ties, and fraud detection
mechanisms usually detect the
problem first. A more promis-
ing note is that incidents are
being discovered more quickly
overall.

Also noted in the report is that
attacks often are multi-staged.
No longer is the attacker satis-
fied with compromising a sys-
tem and taking what he came
for. Instead, the attacker may
use information from one
attack to target more sensitive
systems or another set of vic-
tims.

The DBIR is interesting reading
with a number of insights and
recommendations for pre-
venting incidents. It's worth
spending some time reading
the full report.

for the latest event schedule and contact Lisa Vasa if you’d like to host an event.

MT-ISAC Review — There was a
discussion and review of the MT-
ISAC goals and objectives. The
discussion was around a document
called the “Workgroup List” that
has been posted to the MT-ISAC
website with the April 21% meeting
items. If you are curious on what
has taken place within the MT-

ISAC and
would give a high level overview.

its workgroups this
Technical Small Cyber Incident
Handling Steps — Best Practices
workgroup is finalizing Council
recommendations and will soon be
posted final draft for approval of
council.  For more information
please see the website.

Assessment Pilot Program — DOA,
DOR as well as other agencies will
conduct a pilot on filling out the
Assessment document. The pilot
will help determine the effective-
ness of using the assessment doc-
ument and the time involvement
needed. To obtain a copy please
see the website.


http://www.verizonenterprise.com/verizon-insights-lab/dbir/2016/
http://sitsd.mt.gov/MontanaInformationSecurity
mailto:lvasa@mt.gov?subject=Hosting%20a%20Security%20Awareness%20Event
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STOP.THINK.CONNECT

Looking for a source of infor-
mation and ideas to add to
your Information Security
Awareness program? The
STOP.THINK.CONNECT part-
nership is a coalition of pri-
vate companies, non-profits
and government organiza-
tions with leadership provid-
ed by the National Cyber
Security Alliance (NCSA) and
the APWG.

The STOP. THINK.CONNECT
partnership meets for an
hour monthly online. Monthly
meetings include speakers,
updates, and ideas for making
your program better. Partners

often share ideas and re-
sources of their own and it’s
both interesting and helpful
to see what others just like us
are doing to promote cyber-
security awareness through-
out the country.

In  addition, the STOP.
THINK.CONNECT site has a
wealth of resources and infor-
mation including graphics,
memes, posters, tip sheets,
and videos that are all free
for use by partners.

Sign up today! It's easy—and
did | mention, it’s free!
https://stopthinkconnect.org/
get-involved
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April Security Awareness Event

Winners

Amazon gift cards
Marla Swanby
Dylan Dickson

Dairy Queen gift cards
Carol Loomis
Mike Jetty

Starbucks gift cards
Dick Trerise

Mary Graff

Cinemark gift card
Fran Penner-Ray

Auto Emergency Kit

Mike Delzer

STOP  THINK | CONNECT"

Incident Response Training

Fed VTE Live! Program—June 7 or June 9, 2016 at 7:00 am to 3:00 pm MDT Two sessions will be held.

This FREE hands-on course teaches students the basic concepts of incident response practices. Students will learn about the phases of incident
response and how to prepare their organizations to conduct effective incident response. Hands-on exercises throughout the day reinforce dis-
cussions on how to perform detection, log analysis, correlation, system analysis, and evidence preservation. A CAPSTONE exercise at the end of
the day allows students to perform incident response and document their findings in small groups. Applications must be received prior to May
25, 2016. For more information, contact Lisa Vasa.

Activating the Human: Transforming Your Biggest Risk Into Your Biggest Asset

Virtual Event—May 19, 2016 10:00 AM MDT

In 2015, phishing related breaches dominated major news headlines and continues into 2016 with the rise of human targeted attacks, such as
ransomware, dominating threat vectors. Since phishing attacks depend on human error for success, organizations need to better leverage their
employees as an empowered line of defense and real-time attack intelligence — transforming their biggest risk into their biggest asset. (Note:
this presentation is being done by PhishMe. Some vendor-specific content may be included.) More information and registration.

The Hidden Enemy: Malvertising and Ransomware
Virtual Event—May 25, 2016 Noon MDT
This webinar give the audience a better understanding of the impact of malvertising and ransomware. It will also tackle some of the biggest

misconceptions, latest tactics/incidents, how these attacks are delivered and why your company may be at risk without you even knowing it.
Note: this presentation is sponsored by Malwarebytes. Some vendor-specific content may be included.) More information and registration.

For more security training and awareness resources, check out the Security Training Resources page and watch for more information here

each month.


https://www.staysafeonline.org/
https://www.staysafeonline.org/
http://www.antiphishing.org/
https://stopthinkconnect.org/get-involved
https://stopthinkconnect.org/get-involved
mailto:lvasa@mt.gov?subject=FedVTE%20Live!%20Information%20Assurance%20Compliance%20Class
https://www.brighttalk.com/webcast/10219/187753?utm_source=INTERNAL&utm_medium=EMAIL1&utm_campaign=2016_May_Webinar_BrightTalk_Summit_Americas+EMEA
https://webinar.darkreading.com/2063/keycode=DRWE01
http://sitsd.mt.gov/Montana-Information-Security/Security-Training-Resources
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Focus Continued from page 1

Be cautious opening attachments as well. If
you don’t expect an attachment — even when
it appears to be from a friend — contact the
sender and verify it.

Phishing isn’t the only danger connected to
your email accounts, however. | recently
posted an article about email accounts and
passwords being breached and was asked,
“why would anyone care about my email?”

For work email, that answer would seem
obvious: some of us handle confidential infor-
mation that is protected by law. Others may
not have that level of information to protect,
but the contents of a message may not be
something they’d want to share with the
world at that time. For those who work in
government, email is subject to disclosure
laws, so we could argue that it’s public any-
way. However, even in those circumstances,
email may be sensitive at the time it is sent
but not later or may be exempt from disclo-
sure.

Our personal email is less likely to contain
protected personal identifiable information
(Pll) about others and most people would say
that it rarely contains PIl about ourselves. I'd
suggest that we stop and think for a moment
about all the things we use email for today.
For example, more and more organizations
are encouraging customers to receive docu-
ments and notifications via email. Online

shopping is common, with purchase confir-
mations and shipping notifications arriving
via email. Our medical care providers send us

reminders about appointments and lab re-
ports. We pay bills online with statement and
payment notices being sent to our email. In
this day of data breaches, we sign up for
credit and identity monitoring and reports
are sent to our email. Our email addresses
are associated with our social media ac-
counts. Then there are all the accounts simp-
ly for accessing sites’ content. It’s not hard to
have our email address associated with many
accounts — some we don’t even remember!

What do you do if you forget the password to
one of those accounts? For most, you request
a new password or a link for resetting your
password be sent to — you guessed it — your
email address. This works on the assumption
that you alone have access to your email, so
you are the only one who can view or reset
your password using the email. But what if
your email account is compromised? Now a
cyber-criminal can look through emails to see
what accounts you might have. He can go to
those accounts and request passwords or
resets and with access to your email, change
them. He can even change the email address
associated with the account to something he
controls, not you.

Fortunately, most of our most sensitive ac-
counts have additional controls like PINs or
security questions so the password alone
isn't enough to access our bank accounts.
But, the determined cyber-criminal has
gained valuable information about you and
your passwords. Many people use the same
passwords for multiple accounts despite that
being a bad practice. Others use similar pass-
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words for each site and if the cyber-criminal
is able to determine several of those pass-
words, he may be able to figure out the
pattern, thus gaining access to others. Throw
in the availability of personal information on
social media and he may also have clues to
your PIN or security questions if they are
related to your personal information. It's not
your email contents he wants — access to
more valuable accounts is his goal.

Cyber-criminals often used spoofing to try to
fool users into believing email is sent from
someone they know. Checking the sender’s
actual email address in the message can de-
tect senders who are only pretending to be
someone. When an attacker has control of
your email account, he can not only pretend
to be you, he IS you as far as the address on
the email is concerned. He can leverage that
account to do more mischief with your
friends—even the ones who are careful to
check addresses on suspicious emails. He can
also potentially use your relationship with
people in your contacts list to gain more in-
formation and access.

What should we do to protect our email and

our other accounts?

e Use two-factor authentication for your
accounts. Not sure if it’s available for
your accounts? Visit https://
www.turnon2fa.com/ to check.

e Change your passwords regularly and
use unique passwords for each account.

e  Consider signing up for a free email ac-
count to use for site registrations rather
than using your primary email account.

e  Keep your inbox cleaned up so if it com-
promised there are few clues to other
accounts you may have.

e |f you see a notice about a password
reset in your email and you didn’t re-
quest the reset, notify the company
immediately and change the password
again yourself.

e  Consider using encrypting your email
when possible to add security.

We take for granted the convenience and
availability of information and services
through email, but we should never ignore
the risks that come with that convenience
and availability. Watch for attacks in your
inbox and manage your account with the
same precautions you’d use for other sensi-
tive accounts and PIl. And when you read or
hear news that millions of email accounts
have been hacked, don’t just shrug and say,
“why would anyone want my email?”


https://www.turnon2fa.com/
https://www.turnon2fa.com/
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News You Can Use

The Giant Email Hack That Wasn’t

Stay Saf
On Thursday, a Reuters report described how hackers were peddling some 272.3 million ::th:

y

usernames and passwords for unsuspecting users’ email accounts, raising concerns of "‘::":‘"“‘
ghway

yet another major data breach at a time when cybersecurity sensitivity is at an all-time

high. By Friday, though, the services themselves (as well as independent analysts) con-

cluded that the situation was not quite what it seemed.

Email Hack At Troy Business Results in $500,000 Wire Transfer to Hong Kong

Police report an employee at a Troy business was duped into sending nearly $500,000 to

a bank in Hong Kong.

Advanced Cybercriminals Target You As An Individual

Each time we hear of a phishing scam, we tend to believe that it would never hap-

pen to us. Securi,tg Ruuick Tffp

If you get an email from your
bank or other service (bill pay-

ments, credit monitoring compa-
ny, etc.), always visit the website
manually. No copy and paste. No
direct clicking. You’ll thank
yourself later.
CLICK. For more security tips, news, advi-
sories, and resources visit the Mon-
tana Information Security website,

find us on Facebook, or follow us
on Twitter.

Security Cat” is watching... ready to pounce on your

http://sitsd.mt.gov/
MontanalnformationSecurity

n State of Montana Information
Security

u @MontanaSecurity

Contact Us:

Enterprise Security Program

Lynne Pizzini, CISO and Deputy
Chief Information Officer

Joe Frohlich, Enterprise Security
Manager

©THE SECURITY AWARENESS COMPANY
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