Clean Desks
 
We spend a lot of time at our desks each day. Some of us have sparkling clean desks with everything put away in its place. Some of us have stacks of paper or files on the desk, the extra chair, and on the floor. Most of us are somewhere in between those extremes. What we should all have in common is an awareness of what office habits are security risks and how to protect ourselves, our customers, and our employer from theft of information, identity, or property.
In the picture are a number of security violations. Can you find them all? 
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Unlocked computer
Always lock your computer when you are away from your desk. Unlocked computers can enable unauthorized access to the information systems for which you have access as well as to sensitive documents on the device or network connected drives. 
Unsecured tablet
It’s easy for a thief to walk off with a tablet or laptop – and in turn, all the data stored on the device. Tablets and laptops should be either stored in a locked drawer or cabinet or taken with you when you leave for the day, as well as extended absences from your desk during the day. 

Day planner
Personal and professional information including contacts, account numbers, passwords, or notes about meetings and projects can create vulnerabilities if they fall into the wrong hands. Store planners and project notebooks in a locked drawer or take them with you when you are away from your desk for an extended period or overnight. 
Personal papers and checkbook
Bank statements, personal papers, and checkbooks include personal information and account numbers, leaving you open for fraud and identity theft. Keep all personal documents secure to protect yourself – and this is equally true of any business-related financial documents to which you have access. 
Credit card
How easy would it be to take this credit card and put it to use? It’s especially concerning because most of us don’t use a business credit card on a daily basis so we might not realize it’s missing for a while. Keep your credit card in your wallet or in a locked drawer. 
Keys
Whether the keys are to your car, your office, your file cabinet, or your home, keys should be protected against theft or copying. Always put them away or keep them with you. Never leave them sitting out anywhere. 
ID Badge
Just like a key, your ID badge provides access into buildings and areas which may be restricted. Prevent unauthorized access by keeping your badge with you rather than leaving it on your desk where anyone could take it. 
RSA fob
Your RSA fob is one half of your authorization to the network. Protect it just like you protect your keys, ID badge and passwords. 
Password written down
Do we even need to say why this is a bad idea? Never write down passwords and if you do, never leave them where others can find them. 
Confidential files
As with the unlocked file drawer, confidential or sensitive files should not be left out on the desk when you are away. Put them in a locked cabinet except when you aren’t working at your desk. 


Cell phone
Cell phones have become a repository of contact information and other content, in addition to the invitation for theft the device itself presents. Protect your cell phone with a passcode and never leaving it lying around for someone to take. 
Flash drive in USB port
Don’t leave portable media like flash drives plugged into your device if they contain sensitive information. Unplug them and secure them when you’re away from your desk. 
In addition to what you see in the picture, here are some other things to think about in the office. 
· Remove documents promptly from the printer. For sensitive data, consider printing a banner sheet to cover the contents. 
· Consider installing a second locking mechanism on any file cabinets that contain sensitive information. 
· Make sure any disposal bins for documents that are to be shredded are securely locked. Make sure that the lid isn’t so flexible as to allow a thief to reach into the container and pull out documents through an unsecured corner. 
· Binders containing sensitive information should not be stored on open book shelves. Keep them in locked cabinets or rooms with restricted access. 
· It might not be easy to walk away with a whiteboard that’s been attached to the wall, but with a cell phone camera a malicious person can quickly walk away with anything you’ve written on a whiteboard. Don’t leave sensitive information such as account numbers, personally identifiable information (PII), or passwords written on a whiteboard, especially if it is visible from hallways, public areas, or windows. 
· If you carry documents in a briefcase or computer bag, make sure to either lock it or secure it in a locked location when it’s not in your physical possession. 
· Computer visible through window / reflected in the window. Window exposure can allow remote viewing of sensitive information while you are working. If the monitor is reflected in the window it can allow unauthorized persons inside the office to see the information as well.
· Folders can easily be taken from an unlocked file cabinet. And if the keys are available to be copied, files can be taken, copied, and returned with you none the wiser about the theft. If you have any sensitive information in your file drawer, keep it locked except when you are at your desk and keep the keys with you. 
· Trash basket with sensitive documents. Determined thieves will go through dumpsters looking for sensitive documents. Shred your documents or place them in a locked container until they can be shredded when you dispose of them. 
Physical security is as important as digital security. Take a few minutes to look around your workspace and make sure you can pass the clean desk test! 
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