Function

Identify (ID)

Protect (PR)

Detect (DE)

Respond (RS)

Recover (RC)

Category

Cross walk to NIST

Asset Management
(ID.AM)

AC-4, AC-20, CA-3, CA-9, CM-8, CP-2, PL-8, PM-11, PS-7, RA-2, SA-9, SA;
14

Business Environment
(ID.BE)

CP-2, CP-8, CP-11, PE-9, PE-11, PM-8, PM-11, SA-12, SA-14

Governance
(ID.GV)

Controls from all families, PM-1, PM-9, PM-11, PS-7

Risk Assessment
(ID.RA)

CA-2, CA-7, CA-8, PM-4, PM-9, PM-11, PM-12, PM-15, PM-16, RA-2,
RA-3, RA-5, SA-5, SA-11, SA-14, SI-2, SI-4, SI-5

Risk Management Strategy
(ID.RM)

PM-8, PM-9, PM-11, SA-14

Access Control
(PR.AC)

AC-2, AC-3, AC-4, AC-5, AC-6, AC-16, AC-17, AC-19, AC-20, IA Family,
PE-2, PE-3, PE-4, PE-5, PE-6, PE-9, SC-7

Awareness and Training
(PR.AT)

AT-2, AT-3, PM-13, PS-7, SA-9

Data Security
(PR.DS)

AC-4, AC-5, AC-6, AU-4, CP-2, CM-2, CM-8, MP-6, PE-16, PE-19, PS-3,
PS-6, SC-5, SC-7, SC-8, SC-13, SC-28, SC-31, SI-4, SI-7

Information Protection Processes and
Procedures
(PR.IP)

AC-21, CA-2, CA-7, CM-2, CM-3, CM-4, CM-5, CM-6, CM-7, CM-9, CP-2,
CP-4, CP-6, CP-9, IR-3, IR-8, MP-6, PE-10, PE-12, PE-13, PE-14, PE-15,
PE-18, PL-2, PL-8, PM-6, PM-14, PS-Family, RA-3, RA-5, SA-3, SA-4, SA-
8, SA-10, SA-11, SA-12, SA-15, SA-17, SI-2, SI-4

Maintenance
(PR.MA)

MA-2, MA-3, MA-4, MA-5

Protective Technology
(PR.PT)

AC-3, AC-4, AC-17, AC-18, AU Family, CM-7, CP-8, MP-2, MP-4, MP-5,
MP-7, SC-7

Anomalies and Events
(DE.AE)

AC-4, AU-6, CA-3, CA-7, CM-2, CP-2, IR-4, IR-5, IR-8, RA-3, SI-4

Security Continuous Monitoring (DE.CM)

AC-2, AU-12, AU-13, CA-7, CM-3, CM-8, CM-10, CM-11, PE-3, PE-6, PE-
20, PS-7, RA-5, SA-4, SA-9, SC-5, SC-7, SC-18, SC-44, SI-3, SI-4

Detection Processes
(DE.DP)

AU-6, CA-2, CA-7, PE-3, PL-2, PM-14, RA-5, SI-3, SlI-4

Response Planning
(RS.RP)

CP-2, CP-10, IR-4, IR-8

Communications
(RS.CO)

AU-6, CA-2, CA-7, CP-2, CP-3, IR-3, IR-4, IR-6, IR-8, PE-6, PM-15, RA-5,
SI-4, SI-5

Analysis
(RS.AN)

AU-6, AU-7, CA-7, CP-2, IR-4, IR-5, IR-8, PE-6, SI-4

Mitigation
(RS.M1)

CA-7, IR-4, RA-3, RA-5

Improvements

(RS.IM) CP-2, IR-4, IR-8
Recovery Planning

(RC.RP) CP-10, IR-4, IR-8
Improvements

(RC.IM) CP-2, IR-4, IR-8

Communications (RC.CO)

CP-2, IR-4




Appendix A -
Montana Baseline
Security Controls /
NIST 800-53 R4

Cybersecurity
Framework Core

Identfiy (ID) Protect (PR) Detect (DE)

Cybersecurity
Framework Core

Cybersecurity
Framework Core

Cybersecurity Cybersecurity
Framework Core  Framework Core

Respond (RS) Recover (RC)

Access Control AC-1 [ID.GV

AC-2 |ID.GV PR.AC DE.CM

AC-3 |ID.GV PR.AC, PR.PT

PR.AC, PR.DS,

AC-4 |ID.AM, ID.GV PR.PT DE.AE

AC-5 ID.GV PR.AC, PR.DS,

AC-6 |ID.GV PR.AC, PR.DS,

AC-7 |ID.GV

AC-8 |ID.GV

AC-11 |ID.GV

AC-12 |ID.GV

AC-14 |ID.GV
AC-16 ID.GV PR.AC

AC-17 |[ID.GV PR.AC, PR.PT

AC-18 |ID.GV PR.PT

AC-19 |ID.GV PR.AC

AC-20 |ID.AM, ID.GV PR.AC

AC-21 |ID.GV PR.IP

AC-22 |ID.GV

dentfy (D) protect () PEEIDD

Awareness and
Training AT-1 ID.GV

AT-2 |ID.GV PR.AT

AT-3 |ID.GV PR.AT

AT-4 |ID.GV

dentfy (D) protect (R PRI

Audit and
Accountability AU-1 [ID.GV PR.PT

AU-2 |ID.GV PR.PT

AU-3 |ID.GV PR.PT

AU-4 |ID.GV PR.DS, PR.PT

AU-5 |ID.GV PR.PT

AU-6 |ID.GV PR.PT DE.AE, DE.DP RS.CO, RS.AN

AU-7 [ID.GV PR.PT RS.AN

AU-8 |ID.GV PR.PT

AU-9 |ID.GV PR.PT

AU-11 |ID.GV PR.PT

AU-12 [ID.GV PR.PT DE.CM
AU-13 ID.GV PR.PT DE.CM

Identfiy (ID) Protect (PR) Detect (DE)

Respond (RS) Recover (RC)




Certification,
Accreditation, and
Security
Assessments

CA-8

Configuration
Management

Contingency
Planning

CpP-11

Identification and
Authentication

CA-1 ID.GV
CA-2 ID.GV, ID.RA PR.IP DE.DP RS.CO
CA-3 ID.AM, ID.GV DE.AE
CA-5 ID.GV
CA-6 ID.GV
DE.AE, DE.CM, RS.CO, RS.AN,
CA-7 ID.GV, ID.RA PR.IP DE.DP RS.MI
ID.GV, ID.RA
CA-9 ID.AM, ID.GV
dentiy (] Protect (%) YR
CM-1 |ID.GV
CM-2 |ID.GV PR.DS, PR.IP DE.AE
CM-3 |ID.GV PR.IP DE.CM
CM-4 |ID.GV PR.IP
CM-5 |ID.GV PR.IP
CM-6 |ID.GV PR.IP
CM-7 |ID.GV PR.IP, PR.PT
CM-8 |ID.AM, ID.GV PR.DS DE.CM
CM-9 |ID.GV PR.IP
CM-10 |ID.GV DE.CM
CM-11 |ID.GV DE.CM
dentiy (D) Protct (%) YR
CP-1 ID.GV
ID.AM, ID.BE, RS.RP, RS.CO,
CP-2 ID.GV PR.DS, PR.IP DE.AE RS.AN, RS.IM RC.IM, RC.CO
CP-3 ID.GV RS.CO
CP-4 ID.GV PR.IP
CP-6 ID.GV PR.IP
CpP-7 ID.GV
CP-8 ID.BE, ID.GV PR.PT
CP-9 ID.GV PR.IP
CP-10 |ID.GV RS.RP RC.RP
ID.BE, ID.GV
identiy () Protect (%) YR
IA-1 ID.GV PR.AC
IA-2 ID.GV PR.AC
IA-3 ID.GV PR.AC
IA-4 ID.GV PR.AC
IA-5 ID.GV PR.AC
IA-6 ID.GV PR.AC
IA-7 ID.GV PR.AC




IA-8 ID.GV PR.AC
Identfiy (ID) Protect (PR) Detect (DE)
Incident Response |IR-1 ID.GV
IR-2 ID.GV
IR-3 ID.GV PR.IP RS.CO
RS.RP, RS.CO,
RS.AN, RS.Ml, RC.RP, RC.IM,
IR-4 ID.GV DE.AE RS.IM RC.CO
IR-5 ID.GV DE.AE RS.AN
IR-6 ID.GV RS.CO
IR-7 ID.GV
RS.RP, RS.CO,
IR-8 ID.GV PR.IP DE.AE RS.AN, RS.IM RC.RP, RC.IM
dentfy (D) protect (°R) PEEIDD
Maintenance MA-1 |ID.GV
MA-2 [ID.GV PR.MA
MA-3 |ID.GV PR.MA
MA-4 [ID.GV PR.MA
MA-5 |ID.GV PR.MA
MA-6 |ID.GV
dentfiy (D) protect () [TECH
Media Protection |MP-1 |ID.GV
MP-2 [ID.GV PR.PT
MP-3 |ID.GV
MP-4 [ID.GV PR.PT
MP-5 [ID.GV PR.PT
MP-6 [ID.GV PR.DS, PR.IP
MP-7 [ID.GV PR.PT
Detect (DE) Respond (RS) Recover (RC)
Physical and
Environmental
Protection PE-1 ID.GV
PE-2 ID.GV PR.AC
PE-3 ID.GV PR.AC DE.CM, DE.DP
PE-4 [ID.GV PR.AC
PE-5 ID.GV PR.AC
PE-6 |ID.GV PR.AC DE.CM RS.CO, RS.AN
PE-8 [ID.GV
PE-9 ID.BE, ID.GV PR.AC
PE-10 [ID.GV PR.IP
PE-11 |ID.BE, ID.GV
PE-12 [ID.GV PR.IP
PE-13 |ID.GV PR.IP
PE-14 |[ID.GV PR.IP
PE-15 |ID.GV PR.IP
PE-16 |[ID.GV PR.DS




PE-17 |[ID.GV
PE-18 ID.GV PR.IP
PE-19 ID.GV PR.DS
PE-20 ID.GV DE.CM
dentfiy(1D) — Protect (%) (ST
Planning PL-1 ID.GV
PL-2 ID.GV PR.IP DE.DP
PL-4 ID.GV
PL-8 ID.AM, ID.GV PR.IP
denifiy (D) Protect (pR) PECEYGD)
Personnel Security |PS-1 ID.GV PR.IP
PS-2 ID.GV PR.IP
PS-3 ID.GV PR.DS, PR.IP
PS-4 ID.GV PR.IP
PS-5 ID.GV PR.IP
PS-6 ID.GV PR.DS, PR.IP
PS-7 ID.AM, ID.GV PR.AT, PR.IP DE.CM
PS-8 ID.GV PR.IP
Identfiy (ID) Protect (PR) Detect (DE)
Risk Assessment |RA-1 |ID.GV
ID.AM, ID.GV,
RA-2 |ID.RA
RA-3 |ID.GV, ID.RA PR.IP DE.AE RS.AN, RS.Ml
RA-5 ID.GV, ID.RA PR.IP DE.CM, DE.DP RS.CO, RS.MI
denifiy (D) protect (pR) FECEYGD)
System and
Service Acquisition [SA-1 ID.GV
SA-2 |ID.GV
SA-3  |ID.GV PR.IP
SA-4 |ID.GV PR.IP DE.CM
SA-5 |ID.GV, ID.RA
SA-8 |ID.GV PR.IP
SA-9 ID.AM, ID.GV PR.AT DE.CM
SA-10 |ID.GV PR.IP
SA-11 |(ID.GV, ID.RA PR.IP
SA-12 ID.BE, ID.GV PR.IP
ID.AM, ID.BE,
ID.GV, ID.RA,
SA-14 ID.RM
SA-15 ID.GV PR.IP
SA-17 ID.GV PR.IP
denifiy D) protect (PR)  PECEYGD)
System and
Communication
Protection SC-1 ID.GV




SC-2 ID.GV
SC-4 ID.GV
SC-5 ID.GV PR.DS DE.CM
PR.AC, PR.DS,
SC-7 ID.GV PR.PT DE.CM
SC-8 ID.GV PR.DS
SC-10 (ID.GV
SC-12 [ID.GV
SC-13 [ID.GV PR.DS
SC-15 [ID.GV
SC-17 [ID.GV
SC-18 [ID.GV DE.CM
SC-19 |[ID.GV
SC-20 |[ID.GV
SC-21 (ID.GV
SC-22 [ID.GV
SC-23 [ID.GV
SC-28 |[ID.GV PR.DS
SC-31 ID.GV PR.DS
SC-32 [ID.GV
SC-39 |[ID.GV
SC-44 ID.GV DE.CM
Detect (DE) Respond (RS) Recover (RC)
System and
Information
Integrity SI-1 ID.GV
SI-2 ID.GV, ID.RA PR.IP
SI-3 ID.GV DE.CM, DE.DP
DE.AE, DE.CM,
SI-4 ID.GV, ID.RA PR.DS, PR.IP DE.DP RS.CO, RS.AN
SI-5 ID.GV, ID.RA RS.CO
SI-7 ID.GV PR.DS
SI-8 ID.GV
SI-10 |ID.GV
SI-11  |ID.GV
SI-12  |ID.GV
SI-16  |ID.GV
dentiy (D) protect () EZEAED
Program
Management PM-1 |ID.GV
PM-2 |ID.GV
PM-3 |ID.GV
PM-4 |ID.GV, ID.RA
PM-5 |ID.GV
PM-6 |ID.GV PR.IP
PM-7 |ID.GV




PM-8

ID.BE, ID.GV,
ID.RM

PM-9

ID.GV, ID.RA,
ID.RM

PM-10

ID.GV

PM-11

ID.AM, ID.BE,
ID.GV, ID.RA,
ID.RM

PM-12

ID.GV, ID.RA

PM-13

ID.GV

PR.AT

PM-14

ID.GV

PR.IP

DE.DP

PM-15

ID.GV, ID.RA

RS.CO

PM-16

ID.GV, ID.RA
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