State of Montana Information Technology Managers Advisory Council

Council Business Meeting
February 5, 2014 - 10:00 — 12:00
Room 152 - State Capitol

Welcome and Introductions (10:00 - 10:15)

e Michael Sweeney, Chair
o ACTION ITEM: Approval of January minutes
e Ron Baldwin, State CIO Update

Business (10:15 — 11:50)

e Change Management Process (5 minutes)
o Action Item — Michael Sweeny
e legislative Finance Committee Reports — Kris Wilkinson (5 minutes)
e LGIT Update —Joe Frohlich (5 minutes)
e  Multifactor Authentication Update — Lynne Pizzini (5 minutes)
e Potential New Services
o Project Management Tool — Anita Bangert (5 minutes)
o Security Audit Service (5 minutes)
e Software Asset Management
o GIS/ESRI Renewal — Maris Cundith (5 minutes)
o Microsoft EA Update — Maris Cundith (5 minutes)

e Strategic Planning Update - Ron (10 minutes)
e Legislative/IT Planning Timeline — Tammy (2 minutes)
e ITMC Work Plan — Michael Sweeney (10 minutes)
o Action Item
o Next steps discussion
e ITMC Executive Membership (10 minutes)

Standing Agenda Items (11:50 — 11:55)

e Posted Reports:

o State Strategic Plan, SITSD IT Plan, posted pending

Legislative/IT Planning Timeline
ITMC Work Plan
YouTube Terms of Service
Data Protection Initiative
Enterprise Change Notice Process
MITA Review

O O O O O O

Adjournment (11:55-12:00)
e Next Meeting — March 5
e Member Forum

e  Public Comment

e Adjourn

Notice: The Department of Administration will make reasonable accommodations for persons with disabilities who wish to participate in the ITMC
public meetings or need an alternative accessible format of this notice. If you require an accommodation, contact the Department of Administration
no later than six business days prior to the meeting of interest, to advise us of the nature of the accommodation that you need. Please contact Carol
Schopfer, 406-444-4510 or cschopfer@mt.gov.



Information Technology

Long-Range Planning
Last Updated: January 29, 2014

DATE DELIVERABLE RESPONSIBILITY

January 30 Publish Agency IT Strategic Plan Temple and SITSD
Instructions; offers training

March 1 Deliver State Strategic Plan to Governor (2-17-522 mca) State CIO

March 13-14 Deliver State Strategic Plan to the Legislative Finance
Committee (2-17-522 Mca) State CIO

March 15 Publish Agency IT Supplement documents and SITSD
instructions

April 1 State Strategic Plan Published (2-17-522 mca) SITSD

April 2 MBARS IT module available to input “Initiative Agencies/SITSD
Supplements”; offers training

April 16 Agency IT Plans due to SITSD Agencies

April — May Review Agency IT Plans, obtain clarifications, and SITSD/Agencies
request changes

May 7 Agency IT Supplements due in MBARS and to SITSD Agencies
Recommendations to the CIO for approval of Agency

May 31 IT Plans (each recommendation is due no later than SITSD
60 days after receipt of an Agency IT Plan)

June 30 Final Date for CIO approval of Agency IT Plans State CIO
(2-17-527 MCA)

June — October | Coordinated Review of Agency IT Supplements (2-17- | OBPP/SITSD
526)

November 15 Transmit the information technology budget request | OBPP

summary to the LFD(17-7-112 Mca)




2014 ITMC Work Plan

2014 WORK PLAN

The purpose of this work plan is to identify the high-level priorities of the ITMC and the actions needed

to support those priorities. This work plan will:

1. Support the State CIO and the Statewide Strategic IT Plan.
2. Focus ITMC efforts on priorities that have been identified as important.
3. Identify tangible actions and outcomes for ITMC to work towards achieving.

For 2014, these priorities are focused on how we work together or are a major common concern and are
not necessarily technology or operational priorities per se. The actions will help drive the ITMC working
groups and efforts to be focused on the “right” work. Well defined actions are also measurable in that
we can look back and say “Did we accomplish what we said we were going to do?”

PRIORITIES AND ACTIONS

1. GOVERNANCE PRIORITY — While respecting the federated structure of IT operations in state
government, we also recognize the value and necessity of working together as an enterprise.
We also understand that we also need to be able to measure our performance as an enterprise
and tell the story of all IT in the State of MT.

GOVERNANCE ACTIONS:

e Make the ITMC Work Plan a duty of the ITMC Executive Board with refreshing of the
Work Plan yearly. A plan that is revised annually to reflect the changing makeup and
priorities of the ITMC Executive Board and the IT environment of the State ensures that
ITMC doesn’t fall back to irrelevancy or apathy.

e Revamp the ITPR process so that it is driven to develop a clearinghouse of what
agencies are doing, buying and when. This also ties into the agency IT Strat Plans (what
we’re now calling our operational or tactical plans).

e Develop an enterprise IT Project Inventory/Portfolio that includes all projects. This
would be internal and NOT an LFC reporting mechanism, although it could feed such.
We need something operational and not constrained by political influence. Done
correctly, the open exchange of information will help foster accountability and
cooperation.

e Inventory and charter all “enterprise working groups” such as the ISMG, NMG, and any
others so everyone knows what they are supposed to do (purpose), how they operate
(membership, meetings, how decisions are made), reporting, etc.



2. SHARED SERVICES PRIORITY — There are areas where we can and should work together to
develop shared services. Even though this may result in unequal cost allocations we resolve to
work through them in a manner that benefits the enterprise.

SHARED SERVICES ACTIONS:

o Develop an IT Services Governance Group — This group will assist SITSD in vetting and
developing all SITSD enterprise services and investments. They will also participate in
the shutdown and decommissioning of enterprise services that are no longer needed or
are forecast to decline.

o |dentify Services that are candidates for shared services — This effort will identify,
inventory and prioritize services provided by both SITSD and agencies that are
candidates to become shared or enterprise services.

3. SECURITY PRIORITY — We've heard over and over and over that a lack of resources (mainly
people with the expertise needed) is hampering our ability to develop agency level security
programs, policies, processes and tools at a pace in compliance with the State’s adoption of the
NIST standards. We need to work together to find the resources or lobby our respective
leaderships for the needed resources. 20 voices saying the same thing is much more effective
than one.

SECURITY ACTIONS:

e Create a Statewide Security Coalition or Task Force tasked with addressing the
number one security concern: Lack of resources. Include all branches (Leg, Judicial and
Exec.) and locals and universities where possible. This group will be responsible for
obtaining the funding/resources necessary to meet the requirements of MCA 2-
155...security program statute and perhaps other statutory or operational requirements
of non-exec branch participants. We’re only secure as our weakest link.



Reporting to ITMC

Information Owner

Name: Brett Boutin

Organization & Work Unit: SITSD/ Acquisition Management Services Bureau

Phone: 444-0515

Email: bboutin@mt.gov

Website (if applicable):

Information

Informational
L] Issue
] Action Needed
L] Other:

Name of Service, Program, Project or Issue: YouTube (Google) Terms of Service

Description/Background:

The State CIO was asked to look into the YouTube Terms of Service Agreement to determine the best course of action
for state agencies to be able to use YouTube. NASCIO (National Association of State CIOs) Social Media Legal
Workgroup identified important issues found in YouTube’s standard terms in the areas of indemnification, governing
law, and jurisdiction. The Workgroup has negotiated an agreement with Google which has more favorable terms for
governmental entities than its standard agreement. The result was a Content License Agreement (CLA) that is
available exclusively to state governments. The CLA resolves the legal issues noted above. The Chief Legal Counsel for
the Department of Administration and the Governor’s office legal counsel have reviewed the CLA and recommend its
use for state government.

Impact:
State agencies are advised to use this Content License Agreement for use of YouTube rather than agreeing to the

standard agreement.

While not perfect, this CLA ensures compliance with Montana state law and provides some safeguards to agencies
from the standard agreement. While the language in the CLA does state “other Google services and products,” this
only applies to the YouTube brand and product at this point. The language in the CLA refers only to embedded
YouTube videos within other Google products, such as an Android based phone or Google +, but does not extend
beyond that.

Process:

There is a specific process by which the agencies can obtain these terms for their YouTube usage (See Attachment 2).
Each individual agency will need to assess the new terms and determine a contact within the agency that has the
authority to enter into an agreement with YouTube and submit that to NASCIO. For example, agency CIO, legal
counsel, or procurement/contract officer. (See Attachment 3 —NASCIO Submission Template.) NASCIO will then
submit requests to YouTube on a monthly basis, and YouTube will return the CLA to the agency contact for them to
click to sign.

Each agency must separately file for their YouTube channel to be switched over. Each agency must go through this
process in order to be under the new terms, and will be at risk if they remain under the standard terms.
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If an agency is currently subject to the standard terms, it is recommended that you cancel this agreement by giving a
30-day notice and sign up for the new agreement.

YouTube will be providing branded channels as the new terms are put into effect. Branded channels provide more
flexibility to the content provider in terms of personalizing the design and template of the channel. They also do away
with “unrelated third party videos” and have significantly less advertising than a standard YouTube channel. Each
branded channel will have their own specific URL, which can be used to allow state channels past content filters.
NASCIO also believes that each state should have the ability to set up their own branded channel, with each agency
then having a sub channel, though this will have to be worked out directly with YouTube, once they return to the
individual agencies with the terms.

Attachments:
Attachment 1: NACSIO YouTube CLA (note: this is for reference, it is what will be e-mailed to the agency contact to

accept via click-through. Consider review with your agency legal counsel. This CLA is not subject to further
negotiations, need to accept as-is.)

Attachment 2: Agency YouTube CLA Process Steps

Attachment 3: NASCIO Submission Template




CONTENT LICENSE AGREEMENT

This Content License Agreement (“"Agreement") is entered into by and between Google Inc.
("Google™) with an address at 1600 Amphitheatre Parkway, Mountain View, CA, 94043 and the state
government entity agreeing to the terms herein (“Provider”). This Agreement will be effective as of the
date a person who has full legal authority to bind the Provider to these terms and conditions clicks the
"Agree and Accepted" button below (the "Effective Date™). Only persons who have full legal authority to
bind the Provider to these terms and conditions may click the “Agree and Accepted” button below.

1. DEFINITIONS

"Confidential Information™ is information disclosed by one party to the other party under this
Agreement that is marked as confidential information by the disclosing party.

“Google Services” means the YouTube Website and other Google websites, products and services.
“Playback Pages” are pages on the YouTube Website that stream at no cost to the user the selected
Provider Content.

“Provider Content” means the audio and audiovisual content and related metadata and materials
provided to Google by Provider via specified delivery means.

“YouTube Video Player” is a media player that streams at no cost to the user the selected Provider
Content via the Google Services.

“YouTube Website” means the Google Service known as YouTube located at http://www.youtube.com,
including replacements or successor versions and international versions.

2. LICENSES

2.1 Provider Content. Provider grants to Google a non-exclusive, limited right and license to host,
cache, route, transmit, store, copy, distribute, perform, display, reformat, excerpt, analyze, and otherwise
use Provider Content on the Google Services to (i) host the Provider Content on Google’s servers; (ii)
index Provider Content; (iii) display, perform, and distribute Provider Content on Google Services; and
(iv) make continuing improvements to Google Services. The foregoing includes all necessary licenses to
use the compositions and sound recordings of any music included in the Provider Content in order to host,
index, display, perform, synchronize, and distribute Provider Content (except for the necessary rights and
permissions for the public performance in the United States of the musical compositions embodied in
Provider Content), and the right to modify Provider Content solely to the extent technically necessary to
index and display Provider Content. Provider understands and agrees that Google Services incorporating
Provider Content may be syndicated to Google’s affiliates and syndication partners.

2.2 Brand Features License. Provider grants to Google a non-exclusive, limited, worldwide,
royalty-free license to use any trademarks, trade names, domain names, designs, and logos (‘“Brand
Features”) provided by Provider in connection with Provider Content to fulfill Google’s obligations under
this Agreement. Google may also include the Brand Features in partner lists and presentations, solely for
the purpose of promoting the availability of Provider Content in Google Services. Notwithstanding the
foregoing, Brand Features shall not be used to imply a direct endorsement by the Provider of YouTube,
Google, or Google Services

3. OBLIGATIONS

3.1 Delivery, Hosting, Serving, Storage, Territorial Limitations. Provider will deliver the
Provider Content and associated metadata pursuant to specifications provided by Google. Subject to
Google’s hosting policies and terms, Google will host, store, and serve Provider Content on the YouTube
Website, through the YouTube Video Player, and via other Google Services. Google shall create or
enable Provider to create multiple Provider channels on the YouTube Website that prominently displays
the Provider trademarks, contains a collection of Provider Content, and may be designed by Provider
using Google templates. Google will also provide Provider the means to select a specific URL for each
Provider channel so long as that URL is available and not already in use. Provider will specify in a
metadata feed or other Google interface the territorial limitations for streaming Provider Content, and

Google Inc. — CLA for State Entities —v.1 - 01- 1
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may set other limitations on distribution and display via Google Services other than the YouTube
Website. Google shall also provide Provider with the ability to specify territorial limitations for
streaming Provider Content. Google retains the right to place advertisements on and in connection with
the YouTube Video Player and Google Services, except that Google will not place graphic or in-video
advertising for third party products or services or the Promoted Videos module on the Playback Pages for
Provider Content designated by Provider as ‘“Track Only” through functionality made available by
Google. Provider shall not include any promotions, sponsorships, or other commercial advertisements as
part of Provider Content. If any such ads are included as part of Provider Content, Google may elect to
remove the Provider Content. Provider shall not deliver to Google any Provider Content comprised
substantially of third party materials unless Provider is an licensee of online distribution rights for the
underlying material or Provider otherwise has the rights to use the material (e.g. in accordance with “fair
use” principles. |If a third party provides Google with a claim of ownership of any material contained
within Provider Content, then: (a) the Provider Content may be blocked from the YouTube Website and
the YouTube Video Player, and (b) if Provider disputes the third party claim, Provider will participate in
an informal procedure administered on or behalf of Google to resolve the dispute. Notwithstanding the
foregoing, nothing herein shall limit Providers rights and remedies under applicable law against a user
with respect to any content in dispute.

3.2 Removal. If Provider notifies Google or Google determines that its use of Provider Content may
create liability for Google or harm the integrity of Google’s servers or the Google Services, Google may
stop displaying Provider Content. In that circumstance, or for any other reason, Provider may remove
Provider Content through methods made available by Google to remove the material from Google
Services within 48 hours. If Provider Content continues appearing on Google Services more than 48
hours after Provider has successfully initiated removal, Provider shall notify Google of the URL by
sending an email to partner-takedownreguest@youtube.com or other addresses Google may designate,
and Google will use commercially reasonable efforts to remove the material from the Google Services
promptly, but no more than 20 days of confirmed receipt of such notice.

4, Cookies. Google will provide Provider the means to embed the YouTube Video Player so that
the YouTube Video Player will not set persistent cookies until the YouTube Video Player begins
playback of the Provider Content, provided that Provider complies with Google’s applicable technical
requirements and instructions (which may be updated from time to time). Provider acknowledges that,
except as expressly set forth in this Agreement, Google uses persistent cookies in connection with the
YouTube Video Player.

5. Confidentiality. The parties shall not disclose to any third parties Confidential Information
disclosed by one party to the other under this Agreement. Each party shall protect Confidential
Information by applying the same degree of care used by the parties to protect their own confidential
information. If any Confidential Information is required to be produced by law, the noticed party will
promptly notify the other party and, to the extent allowed by law, cooperate to obtain an appropriate
protective order prior to disclosing any confidential information. Both parties agree that, notwithstanding
any other provision of this Agreement, Provider may be bound by state laws and regulations that may
require disclosure of information, including disclosure of the fact that an agreement is in place between
the parties. Provider agrees that any disclosure of information pursuant any law, regulation or
compulsory process requiring disclosure will not, to the extent lawfully permitted, include any
Confidential Information. Any required disclosure by Provider of documents that may contain Google
Confidential Information will be preceded by notice to Google in accordance with applicable law,
regulation and policy, including applicable agency rules.

6. REPRESENTATIONS AND WARRANTIES. Each party represents and warrants that it has
authority to enter into the Agreement. Provider represents and warrants that (a) it owns or has secured all
necessary rights and licenses to grant the licenses set forth in Section 2; or (b) Provider Content is in the
public domain and does not require a license for Google’s use in accordance with this Agreement.
Provider represents and warrants that it is a state government entity.

7. DISCLAIMERS, LIMITATIONS OF LIABILITY, NO-COST NATURE OF
AGREEMENT. EXCEPT FOR THE EXPRESS WARRANTIES MADE BY THE PARTIES IN
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SECTION 6, THE PARTIES DISCLAIM ALL WARRANTIES, EXPRESS OR IMPLIED,
INCLUDING ANY IMPLIED WARRANTY OF MERCHANTABILITY OR FITNESS FOR A
PARTICULAR PURPOSE. EXCEPT FOR BREACHES OF REPRESENTATIONS AND
WARRANTIES SET FORTH IN SECTION 6, (I) NEITHER PARTY WILL BE LIABLE TO THE
OTHER FOR INDIRECT, CONSEQUENTIAL, SPECIAL, PUNITIVE OR EXEMPLARY DAMAGES
OR PENALTIES ARISING FROM OR RELATED TO THIS AGREEMENT; AND (II) NEITHER
PARTY’S AGGREGATE LIABILITY FOR ANY CAUSE OF ACTION ARISING FROM OR
RELATED TO THIS AGREEMENT WILL EXCEED $50,000. The parties understand and agree that
the Provider is not obligated to deliver Provider Content and reserves the right to remove any or all
Provider Content at its sole discretion. Nothing in this Agreement, in and of itself, obligates the Provider
to expend appropriations or incur financial obligations. The parties acknowledge and agree that none of
the obligations arising from this Agreement are contingent upon the payment of fees by one party to the
other.

8. TERMINATION. (a) Either party may end this Agreement on 30 days written notice. All
licenses granted in this Agreement will expire upon termination. (b) Sections 1, 5, 7, 8(b), and 9 survive
termination.

9. MISCELLANEQUS. The parties are independent contractors, and nothing in this Agreement
creates an agency, partnership, or joint venture. Neither party may assign this Agreement to any third
party, except to its parent company or any majority owned subsidiaries, without the prior written consent
of the other. This Agreement sets forth the entire agreement between the parties and supersedes any prior
or contemporaneous written or oral agreements regarding its subject matter, including any clickthrough
agreement not expressly incorporated into this Agreement (For avoidance of doubt, the parties agree that
the execution of this Agreement does not constitute a clickthrough agreement). This Agreement may be
amended only in a writing signed by both parties. Failure to enforce any provision of this Agreement will
not be deemed a waiver. Each party will send any notices hereunder in writing and to the attention of the
Legal Department at the address listed on the first page of this Agreement. If any provision of this
Agreement conflicts with applicable laws or is adjudications, that provision will be deemed eliminated
from the Agreement and the Agreement will remain in effect so long as the essential purpose can still be
achieved. This Agreement may be executed in one or more counterparts, each of which will be deemed
an original and all of which, when taken together, will constitute a single instrument.
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Attachment 2

NASCIO/YouTube TOS Negotiation — Content License Agreement
Process Steps

Agency Steps:

1. Assess current use of YouTube. Understand there is risk with standard terms and
use of the Content License Agreement (CLA) is recommended. Adoption of revised
terms grandfathers in existing YouTube content.

2. Request a click-through link to the new CLA by submitting entity name, authorized
staff contact name, and email addresses to NASCIO. (See Attachment 3 NASCIO
Submission Template.)

a. Submit the template to Samantha Wenger at swenger@AMRms.com.

b. Her complete contact information:

Samantha Wenger

Research Coordinator

National Association of State Chief Information Officers (NASCIO)
201 East Main Street, Suite 1405, Lexington, KY 40507 USA

0 859.514.9212 | F859.514.9166 | swenger@AMRms.com |
WWW.NAsCio.org

w

NASCIO submits the submission form to YouTube at monthly intervals.

4. YouTube forwards click-through email operationalizing new terms to agency
contacts (See Attachment 1 — NASCIO YouTube CLA, for a preview of what will be
sent to agency contact).

5. Agency contact will click to accept the CLA.



YouTube - NASCIO - Content License Agreement (CLA) Requests

Agency Name Authorized Requestor Title Email Phone Number Address_Linel Address_Linel City State  Zip



Reporting to ITMC

Information Owner

Name: Lynne Pizzini

Organization & Work Unit: State Information Technology Services Division

Phone: 444-9127

Email: Ipizzini@mt.gov

Website (if applicable):

Information

Informational
L] Issue
] Action Needed
L] Other:

Name of Service, Program, Project or Issue: Data Protection Initiative

Description:

The Data Protection Initiative has three parts: Access Control and Verification, Multi-factor Authentication, and
Enterprise Risk Assessment. This is an update to the status of each of these areas of this initiative.

Access Control and Verification
A governance group has been formed and is meeting on a monthly basis. This group has adopted the Enterprise
Human Resources system as the “gold source” for employee data. This group is working on a proposal for some

updates to policies related to UserIDs and passwords.

The technical team meets on a weekly basis. The Federated Identity Management system has been configured within a
test environment and many test scenarios are being completed.

Multi-factor Authentication

A business case has been created and a recommendation for a system has been made. The Department of Revenue
will be piloting the system because of their need for the system quickly to meet IRS requirements as well as to mitigate
the risk of data exposure. The project team is meeting on a weekly basis to establish tasks.

Enterprise Risk Assessment

The project charter has been approved. The team is meeting on a weekly basis with representatives from Health and

Human Services, Department of Revenue, Department of Labor, and Department of Justice. Requirements are in
review and will be released shortly for a CEP.

Impact:
Impacts all state agencies.




Key Dates:

Other information and list any attachments:




Enterprise Change Notification Process

BACKGROUND

The Information Technology Managers Council (ITMC) has recognized a need for an enterprise
change notification process. The need for this process stems from an increase in shared
resources (facilities, systems, etc.).

The purpose of the change notification process is to promote awareness of agency IT changes to
systems either hosted in shared facilities or systems shared by multiple agencies. Benefits are;
minimize system down time by ensuring the right resources are available at the time of the
change and ensuring changes are occurring at a time that will have the least amount of negative
impact on enterprise and agency services.

CHANGE NOTIFICATION PROCESS

State agencies will submit a Change Notification for all IT changes that have a moderate risk of
having a significant impact on multiple agencies.

1. Change notifications will be submitted the SITSD Service Desk at least seven days prior
to the scheduled change. The notification will include: Agency Point of Contact (name,
phone number), Change Type (hardware, software, etc.), Planned Start Time (date, time),
Planned End Time (date, time), Change description (work being performed), and
Expected Impact (what will happen).

2. The SITSD Service Desk will post notifications to the Forward Schedule of Changes
located on the SITSD Service Desk website
https://mine.mt.gov/content/it/servicedesk/fsc.xls

3. Agency Change Notifications will be reviewed and discussed weekly at the Wednesday
Change Advisory Board (CAB) meeting. Meeting information can be found at:
http://mine.mt.gov/it/changemanagement/default. mcpx

4. For Urgent Changes — (Immediate change is required to resolve or avoid a major
incident) Agencies will notify the SITSD Service Desk ASAP so proper notification can
be sent to all agencies impacted.
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A REVIEW OF THE EFFECTIVENESS OF THE MONTANA

MITA Review

TECHNOLOGY ACT

DECEMBER 2, 2009

INFORMATION

Pertinent Statute with Comments

Corrective Action

Item Statute Comment
1. 2-17-505. Policy. (1) It is the policy of the state that CIO has no
information technology be used to improve the quality of  constitutional responsibility over
life of Montana citizens by providing educational education at the OPI or University level
gpp_ortunme_s, creating quality jobs and a favorable Creating quality jobs is
usiness climate... . .
beyond the scope of IT since there is
no capital investment strategy — we are
a rate recovery organization.
2. 2-17-505. Policy. (1) It is the policy of the state that Working well.
information technology be used to...protecting individual
privacy and the privacy of the information contained
within information technology systems.
(2) It is the policy of the state that the development of
information technology resources in the state must be
conducted in an organized, deliberative, and cost-
effective manner.
3. 2-17-505. Policy. (2)(a) There are statewide information Not all entities are

technology policies, standards, procedures, and
guidelines applicable to all state agencies and other
entities using the state network.

funded or have the resources to
comply i.e. Counties or small agencies
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MITA REVIEW

Corrective Action

ltem Statute Comment

4. 2-17-505. Policy. (2)(b) Whenever feasible and cost- Working well: The agencies are just
effective, common data is entered once and shared starting to address this in the state
among agencies. strategic plan
(c) In order to minimize unwarranted duplication, similar
information technology systems and data management
applications are implemented and managed in a
coordinated manner.

(d) Planning and development of information technology
resources are conducted in conjunction with budget
development and approval.

5. 2-17-505. Policy. (2)( e) Information technology systems Aggressive deployment
are deployed aggressively whenever it can be shown that is up to four years due to the legislative
it will provide improved services to Montana citizens budgeting process and the existing

purchasing process.

6. 2-17-505. Policy. (2)(f) Public-private partnerships are Working well: Becoming more
used to deploy information technology systems when prevalent. : Companies
practical and cost-effective. have expressed an interest in

partnering with ITSD in making capital
investment in the state’s IT
infrastructure but there are no
provisions in the law to allow for such
private investment.

7. 2-17-505. Policy. (2)(g) State information technology To the best of our ability
systems are developed in cooperation with the federal — many times there are conflicting
government and local governments with the objective of objectives and lack of information or
providing seamless access to information and services to communication from the federal side.
the greatest degree possible

8. 2-17-505. Policy. (2)(h) State information technology Working well.

systems are able to accommodate electronic
transmissions between the state and its citizens,
businesses, and other government entities.

(3) It is the policy of the state that the department must
be accountable to the governor, the legislature, and the
citizens of Montana.
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MITA

Corrective Action

ltem Statute Comment
9. 2-17-506. Definitions. Working well.

(1) "Board" means the information technology board

established in 2-15-1021.

10. 2-17-506. Definitions.(2) "Central computer center" Major Problem: The term “central
means any stand-alone or shared computer and computer center” needs to be better
associated equipment, software, facilities, and services defined.
administered by the department for use by state
agencies.

11. 2-17-506. Definitions.(4) "Data" means any information Major Problem: The term “data”
stored on information technology resources. needs to be better defined.

12. 2-17-506. Definitions. (6) "Electronic access system" Need to expand to meet
means a system capable of making data accessible by today’s criteria
means of an information technology facility in a voice,
video or electronic data form, including but not limited to
the internet.

13. 2-17-506. Definitions. (7) "Information technology" Need to expand to meet
means hardware, software, and associated services and  today’s criteria
infrastructure used to store or transmit information in any
form, including voice, video, and electronic data.

14. 2-17-506. Definitions. (8) "State agency" means any Major Problem: Need to clarify status  Revise section to clarify the status of
entity of the executive branch, including the university of agencies with elected officials. i.e. agencies with elected officials. i.e.
system AG — DOJ/OPI/etc. University system  AG — DOJ/OPI/etc.

is outside the authority of the CIO . . . .
Section needs to clarify relationship
between 2-17-512, 2-17-506, 2-17-
516, and 2-17-546
15. 2-17-506. Definitions. (9) "Statewide Need to expand to meet

telecommunications network"” means any
telecommunications facilities, circuits, equipment,
software, and associated contracted services
administered by the department for the transmission of
voice, video, or electronic data from one device to
another.

today’s criteria
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http://data.opi.mt.gov/bills/mca/2/15/2-15-1021.htm

Iltem

Statute

Comment

MITA REVIEW

Corrective Action

2-17-511. Chief information officer -- duties. The
duties of the chief information officer include but are not
limited to:

(1) carrying out all powers and duties of the department
as assigned by the director of the department;

(2) serving as the chief policy advisor to the director of
the department on statewide information technology
issues; and

(3) assisting and advising the director of the department
on the enforcement responsibilities provided in 2-17-514.

Does not truly reflect the
duties of the CIO as they are currently
being executed.

17.

2-17-512. Powers and duties of department. (1) The
department is responsible for carrying out the planning
and program responsibilities for information technology
for state government, except the national guard.

Major Problem: The term state
government is very broad and exceed

the boundaries outlined in 2-17-506 i.e.

agencies and 5-17-516

Section needs to clarify relationship
between 2-17-512, 2-17-506, 2-17-
516, and 2-17-546

18.

2-17-512. Powers and duties of department. (1)(a)
shall encourage and foster the development of new and
innovative information technology within state
government;

(2)(b) shall promote, coordinate, and approve the
development and sharing of shared information
technology application software, management systems,
and information that provide similar functions for multiple
state agencies;

(2)(c) shall cooperate with the office of economic
development to promote economic development
initiatives based on information technology;

Working well.

19.

2-17-512. Powers and duties of department.(1)(d) shall
establish and enforce a state strategic information
technology plan as provided for in 2-17-521;

Major Problem: Does not define and
provide for enforcement activities

20.

2-17-512. Powers and duties of department.(1)(e) shall
establish and enforce standards statewide information
technology policies...

Major Problem: Does not define and
provide for enforcement activities
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MITA

Corrective Action
Comment

REVIEW

2-17-512. Powers and duties of department.(1) (g)
shall coordinate with the office of budget and program
planning to evaluate budget requests that include
information technology resources. The department shall
make recommendations to the office of budget and
program planning for the approval or disapproval of
information technology budget requests, including an
estimate of the useful life of the asset proposed for
purchase and whether the amount should be expensed
or capitalized, based on state accounting policy
established by the department. An unfavorable
recommendation must be based on a determination that
the request is not provided for in the approved agency
information technology plan provided for in 2-17-523.

Working well.

22.

2-17-512. Powers and duties of department.(1) (j) shall
review the use of information technology resources for all
state agencies;

Law does not define
review and provide authority for
corrective action. The CIO can only
advise.

23.

2-17-512. Powers and duties of department.(1) (k)
shall review and approve state agency specifications and
procurement methods for the acquisition of information
technology resources;

Working well.

24,

2-17-512. Powers and duties of department.(1)(l) shall
review, approve, and sign all state agency contracts and
shall review and approve other formal agreements for
information technology resources provided by the private
sector and other government entities;

CIO cannot comment on
private sector and other entity
agreements such as university etc.

25.

2-17-512. Powers and duties of department.(1) (m)
shall operate and maintain a central computer center for
the use of state government, political subdivisions, and
other participating entities under terms and conditions
established by the department;

Does not define central
computer center. The term the
definitions section needs to be better
defined.
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2-17-512. Powers and duties of department.(1) (n) Working well.
shall operate and maintain a statewide
telecommunications network for the use of state
government, political subdivisions, and other participating
entities under terms and conditions established by the
department;

(o) shall ensure that the statewide telecommunications
network is properly maintained. The department may
establish a centralized maintenance program for the
statewide telecommunications network.

(p) shall coordinate public safety communications on
behalf of all state agencies as provided for in 2-17-541
through 2-17-543;

(q) shall manage the state 9-1-1 program as provided for
in Title 10, chapter 4, part 3;

27.

2-17-512. Powers and duties of department.(1) (r) shall There is no defined
provide electronic access to information and services of electronic records management
the state as provided for in 2-17-532; process in the state at this time.

28.

2-17-512. Powers and duties of department.(1)(s) shall Waorking well. There is no guarantee
provide assistance to the legislature, the judiciary, the of budgetary authority to execute funds

governor, and state agencies relative to state and being granted.
interstate information technology matters;

(1)(t) shall establish rates and other charges for services
provided by the department;

(1) (u) must accept federal funds granted by congress or
by executive order and gifts, grants, and donations for
any purpose of this section;

(1) (v) shall dispose of personal property owned by it in a
manner provided by law when, in the judgment of the
department, the disposal best promotes the purposes for
which the department is established

29.

2-17-512. Powers and duties of department.(1) (w) The term state
shall implement this part and all other laws for the use of = government need to be better defined.

information technology in state government;
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2-17-512. Powers and duties of department.(1) (X)
shall report to the appropriate interim committee on a
regular basis and to the legislature as provided in 5-11-
210 on the information technology activities of the
department; and

(1)(y) shall represent the state with public and private
entities on matters of information technology.

Working well. The term state needs
to be defined

31.

2-17-512. Powers and duties of department. (2) If itis
in the state's best interest, the department may contract
with qualified private organizations, foundations, or
individuals to carry out the purposes of this section

Working well.

32.

2-17-513. Duties of board. The board shall:

(1) provide a forum to:

(a) guide state agencies, the legislative branch, the
judicial branch, and local governments in the
development and deployment of intergovernmental
information technology resources;

How does the board
guide entities outside of the executive
branch.

33.

2-17-513. Duties of board. The board shall:

(1) provide a forum to:

(b) share information among state agencies, local
governments, and federal agencies regarding the
development of information technology resources;

There is no provision for
including or identifying those federal
agencies.
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2-17-513. Duties of board. (3) review and advise the Working well.
department on:

(a) statewide information technology standards and
policies;

(b) the state strategic information technology plan;

(c) major information technology budget requests;

(d) rates and other charges for services established by
the department as provided in 2-17-512(1)(1);

(e) requests for exceptions as provided for in 2-17-515;
(f) notification of proposed exemptions by the university
system and office of public instruction as provided for in
2-17-516;

(g) action taken by the department as provided in 2-17-
514(1) for any activity that is not in compliance with this
part;

(h) transfer of information technology funds, resources,
and employees as provided for in 2-17-531; and

(i) the implementation of major information technology
projects and advise the respective governing authority of
any issue of concern to the board relating to
implementation of the project;

(4) study state government's present and future
information technology needs and advise the department
on the use of emerging technology in state government;
and

(5) request information and reports that it considers
necessary from any entity using or having access to the
statewide telecommunications network or central
computer center.
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2-17-514. Department -- enforcement responsibilities. All enforcement
(1) If the department determines that an agency is notin  capability is contract centered — other
compliance with the state strategic information enforcement actions are not provided

technology plan provided for in 2-17-521, the agency for in statute.
information technology plan provided for in 2-17-523, or
the statewide information technology policies and
standards provided for in 2-17-512, the department may
cancel or modify any contract, project, or activity that is
not in compliance.

(2) Prior to taking action provided for in subsection (1),
the department shall review with the board any activities
that are not in compliance.

(3) Any contract entered into by an agency that includes
information technology resources must include language
developed by the department that references the
department's enforcement responsibilities provided for in
subsection (1). A contract that does not contain the
required language is considered to be in violation of state
law and is voidable pursuant to subsection (1). The
language developed by the department may not be
varied pursuant to 18-4-224.

36.

2-17-515. Granting exceptions to state agencies. Working well.
Subject to 2-17-516, the department may grant
exceptions to any policy, standard, or other requirement
of this part if it is in the best interests of the state of
Montana. The department shall inform the board, the
office of budget and program planning, and the legislative
finance committee of all exceptions that are granted and
of the rationale for granting the exceptions. The
department shall maintain written documentation that
identifies the terms and conditions of the exception and
the rationale for the exception.
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2-17-516. Exemptions -- university system -- office of
public instruction -- national guard. (1) Unless the
proposed activities would detrimentally affect the
operation of the central computer center or the statewide
telecommunications network, the office of public
instruction is exempt from 2-17-512(1)(k) and (1)(1).

(2) Unless the proposed activities would detrimentally
affect the operation of the central computer center or the
statewide telecommunications network, the university
system is exempt from:

(a) the enforcement provisions of 2-17-512(1)(d) and
(1)(e) and 2-17-514;

(b) the approval provisions of 2-17-512(1)(f), 2-17-523,
and 2-17-527;

(c) the budget approval provisions of 2-17-512(1)(q);

(d) the provisions of 2-17-512(1)(k) and (1)(I); and

(e) the transfer provisions of 2-17-531.

(3) The department, upon natification of proposed
activities by the university system or the office of public
instruction, shall determine if the central computer center
or the statewide telecommunications network would be
detrimentally affected by the proposed activity.

(4) For purposes of this section, a proposed activity
affects the operation of the central computer center or the
statewide telecommunications network if it detrimentally
affects the processing workload, reliability, cost of
providing service, or support service requirements of the
central computer center or the statewide
telecommunications network.

(5) When reviewing proposed activities of the university
system, the department shall consider and make
reasonable allowances for the unique educational needs
and characteristics and the welfare of the university
system as determined by the board of regents.

(6) When reviewing proposed activities of the office of
public instruction, the department shall consider and
make reasonable allowances for the unique educational
needs and characteristics of the office of public
instruction to communicate and share data with school
districts.

This section in differs
with the scope of MITA outline in sect
2-17-512 and differs from the blanket
exception granted 2-17-546

Section needs to clarify relationship
between 2-17-512, 2-17-506, 2-17-
516, and 2-17-546.

(7) Section 2-17-512(1)(u) may not be construed to
prohibit the university system from accepting federal
funds or gifts, grants, or donations related to information
technology or telecommunications.
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2-17-517. Legislative and judicial branch information
sharing. The legislative branch and the judicial branch
shall provide their information technology plans to the
department.

Working well.
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2-17-518. Rulemaking authority. (1) The department Working well.
shall adopt rules to implement this part, including the
following:

(a) rules to guide the review and approval process for
state agency software and management systems that
provide similar functions for multiple state agencies,
which must include but are not limited to:

(i) identifying the software and management systems that
must be approved;

(ii) establishing the information that state agencies are
required to provide to the department; and

(iiif) establishing guidelines for the department's approval
decision;

(b) rules to guide the review and approval process for
state agency acquisition of information technology
resources, which must include but are not limited to
processes and requirements for:

(i) agency submissions to gain approval for acquiring
information technology resources;

(ii) approving specifications for information technology
resources; and

(i) approving contracts for information technology
resources; and

(c) rules for granting exceptions from the requirements of
this part, which must include but are not limited to:

(i) a process for applying for an exception; and

(i) guidelines for determining the department's approval
decision.

(2) The department may adopt rules to guide the
development of state agency information technology
plans. The rules may include:

(a) agency plan review procedures;

(b) agency plan content requirements;

(c) guidelines for the department's approval decision; and
(d) dispute resolution processes and procedures.

(3) Adequate rules for the use of any information
technology resources must be adopted by the:

(a) supreme court for judicial branch agencies; and

(b) legislative council as a part of the legislative branch
computer system plan, as provided for in 5-11-405, for

the consolidated legislative branch, as provided for in 5-
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2-17-521. State strategic information technology plan
-- biennial report. (4) The department shall prepare a
biennial report on information technology based on
agency information technology plans and performance
reports required under 2-17-524 and other information
considered appropriate by the department. The biennial
report must include:

(a) an analysis of the state's information technology
infrastructure, including its value, condition, and capacity;

The state does not have
an established accounting practice for
valuing these types of assets. i.e.
Purchase Value, Replacement Value,
Depreciation Value, Residual Value, or
Other.
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2-17-524. Agency information technology plans --
form and content -- performance reports. (1) Each
agency's information technology plan must include but is
not limited to the following:

(a) a statement of the agency's mission, goals, and
objectives for information technology, including a
discussion of how the agency uses or plans to use
information technology to provide mission-critical
services to Montana citizens and businesses;

(b) an explanation of how the agency's mission, goals,
and objectives for information technology support and
conform to the state strategic information technology plan
required in 2-17-521;

(c) a baseline profile of the agency's current information
technology resources and capabilities that:

(i) includes sufficient information to fully support state-
level review and approval activities; and

(i) will serve as the basis for subsequent planning and
performance measures;

(d) an evaluation of the baseline profile that identifies real
or potential deficiencies or obsolescence of the agency's
information technology resources and capabilities;

(e) a list of new projects and resources required to meet
the objectives of the agency's information technology
plan. The investment required for the new projects and
resources must be developed using life-cycle cost
analysis, including the initial investment, maintenance,
and replacement costs, and must fulfill or support an
agency's business requirements.

(f) when feasible, estimated schedules and funding
required to implement identified projects; and

(g) any other information required by law or requested by
the department, the governor, or the legislature.

(2) Each agency's information technology plan must
project activities and costs over a 6-year time period,
consisting of the biennium during which the plan is
written or updated and the 2 subsequent bienniums.

(3) Each agency shall prepare and submit to the
department a biennial performance report that evaluates
progress toward the objectives articulated in its

Successful
accomplishment of the plan is often
driven by availability of resources.

Agencies are unable to project
meaningful fiscal data 6 years out

Section (2) needs to be revised to
reduce the project cost to 2 years.

information technology plan. The report must include:
(a) an evaluation of the agency's performance relating to
information technology;

(b) an assessment of progress made toward
imbolementina the aacencv information technoloav nlan:
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2-17-524. Agency information technology plans --
form and content -- performance reports. (3)(c) an
inventory of agency information services, equipment, and
proprietary software.

(4) State agencies shall prepare agency information
technology plans and biennial performance reports using
standards, elements, forms, and formats specified by the
department.

Prescriptive in nature —
business requirements should drive
the agencies IT support plans and
capital investment strategy.

43.

2-17-526. Information technology project budget
summary. (1) (a) The office of budget and program
planning, in cooperation with the department, shall
prepare a statewide summary of:

(i) proposed major new information technology projects
contained in the state budget; and

(if) proposed major information technology projects
impacting another state agency or branch of government
to be funded within the current operating budgets,
including replacement of or upgrade to existing systems.
(b) The office of budget and program planning and the
department shall jointly determine the criteria for
classifying a project as a major information technology
project.

(2) The information technology project summary must
include:

(a) a listing by institution, agency, or branch of all
proposed major information technology projects
described in subsection (1). Each proposed project
included on the list must include:

(i) a description of what would be accomplished by
completing the project;

Working well.

44.

2-17-526. Information technology project budget
summary. (2)(a)(ii) a list of the existing information
technology applications for all branches of government
that may be impacted by the project;

Major Problem: Establishes a legal
requirement that is impossible to meet.
Does not define branches of
government and requires a knowledge
base that does not exist.
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Corrective Action

2-17-526. Information technology project budget Working well.
summary. (2)(a)(iii) an estimate, prepared in consultation
with the impacted agencies, of the costs and resource
impacts on existing information technology applications;
(iv) the estimated cost of the project;

(v) the source for funding the project, including funds
within an existing operating budget or a new budget
request; and

(vi) the estimated cost of operating information
technology systems.

(b) a listing of internal service rates proposed for
providing information technology services. Each internal
service rate included on the list must include:

(i) a description of the services provided; and

(ii) a breakdown, aggregated by fund type, of requests
included in the state budget to support the rate.

(c) any other information as determined by the budget
director or the department or as requested by the
governor or the legislature.

(3) The information technology project summary must be
presented to the legislative fiscal analyst in accordance

with 17-7-111(4).
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2-17-531. Transfer of funds, equipment, facilities, and
employees. (1) The department shall provide for the
cost-effective use of information technology resources. In
order to ensure that needless duplication of efforts in this
field do not occur, the department may order the transfer
of appropriated funds, custody, and control of equipment
and facilities and employees to the department as may
be necessary to implement this program. Upon transfer,
as authorized in this section, a credit account must be
established in the name of the agency from which
transfer is made in the amount of funds appropriated and
the market value of equipment and facilities. A credit
account must be used to defray the costs of associated
charges from the department as provided in 2-17-512.
(2) The provisions of this section may not affect the rights
or privileges of any employee transferred to the
department under the public employees' retirement
system, the group insurance plan, or personnel system.

The political will does
not exist to implement this section.
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2-17-534. Security responsibilities of department. The
department is responsible for providing centralized
management and coordination of state policies for
security of data and information technology resources
and shall:

(1) establish and maintain the minimum security
standards and policies to implement 2-15-114, including
the physical security of the central computer center,
statewide telecommunications network, and backup
facilities consistent with these standards;

(2) establish guidelines to assist agencies in identifying
information technology personnel occupying positions of
special trust or responsibility or sensitive locations;

(3) establish standards and policies for the exchange of
data between any agency information technology
resource and any other state agency, private entity, or
public entity to ensure that exchanges do not jeopardize
data security and confidentiality;

(4) coordinate and provide for a training program
regarding security of data and information technology
resources to serve governmental technical and
managerial needs;

(5) include appropriate security requirements in the
specifications for solicitation of state contracts for
procuring data and information technology resources;
and

(6) upon request, provide technical and managerial
assistance relating to information technology security.

Major Problem: This is a significant
responsibility for which adequate
resources have not been provided —
Program funding, personnel, and SCIO

MITA needs to provide for a Chief
Security Officer and related staff.
See item 55 below.
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48. 2-17-546. Exemption of law enforcement Major Problem: There is no This section needs to be revised to
telecommunications system -- exception. The agreement on what constitutes the clarify if the state is authorizing
provisions of this part do not apply to the law Law enforcement telecommunications ~ multiple networks and who has
enforcement telecommunications system or its successor system and its successor. Need to responsibility for managing those
except for the provisions dealing with the purchase, define the term “telecommunication networks, including security issues,
maintenance, and allocation of telecommunication facility” and the term “shall cooperate”  and to eliminate the conflict with 2-
facilities. However, the department of justice shall is too vague to enforce. 17-512 as it applies to responsibility
cooperate with the department to coordinate the for the network, and section 2-17-
telecommunications networks of the state. 506(9).
Section needs to clarify relationship
between 2-17-512, 2-17-506, 2-17-
516, and 2-17-546
49. Not in Statute. No purpose statement to provide
scope and interpretation. What
problem are we solving?

50. Not in Statute. Project management is not addressed.  Provision needs to be added to MITA

51. Not in Statute. Dispute resolution is not addressed.

52. Not in Statute. The lack of an information technology

fund does not allow for an effective
capital planning and investment
strategy for economic development
required by section 2-17-505 and 512.

53. Not in Statute. Duties of the CIO are vague. Some of the duties of the department
(2-17-512) need to me moved to the
duties of the CIO (2-17-511) and the
status of the CIO as a cabinet
member needs to be addressed

54. Not in Statute. Need to define the scope and function  Statute needs to delineate the

of ITSD as it relates to its authority of CIO/ITSD to issues and
organizational alignment. enforce policy for Information
technology.

55. Not in Statute. No provision for a Chief Security Provision needs to be added to MITA

Officer and related staff (requires
funding).
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56. Not in Statute. Need to make provision for a Chief Provision needs to be added to MITA
Technology Officer.

57. Not in Statute. No provisions for a Capital Planning
and Investment Committee — separate
for advisory.

58. Not in Statute. REF: agency IT plans do not maximize
data sharing and collaboration as
communities of interest.

59. Not in Statute. IT responsibilities for Disaster
Recovery need to be addressed.

60. Not in Statute. No provision for GIO and GIS staff.
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MONTANA LEGISLATIVE BRANCH

Legislative Fiscal THvision

Room 110 Capitol Building * P.0O. Box 201711 * Helena, MT 59620-1711 * (406) 444-2986 * FAX (406) 444-3036

A o son
- DATE: March 6, 2012
TO: Legislative Finance Committee Members
FROM: Kris Wilkinson, Fiscal Analyst II
RE: Criteria for Placement on the 1T Project Portfolio Listing

The Legislative Finance Committee (LFC) asked the staff to work with the State Information
Technology and Services Division (SITSD) to create criteria for the IT project portfolio to ensure
that the report adequately captures IT development within state government. The previous
criteria for placement on the IT project portfolio listing were that projects exceeded $400,000
and were funded with capital appropriations or were of legislative interest. The following issues
with the previous criteria were identified: ‘
o Criteria do not capture sizeable investments being made in IT within base budgets
o Difficulties in defining “impact to the citizenry as criteria” in determining which systems
' to add to the list when the risk to the public is perceived as greater than the cost to the
system. The example used in the report was that if a low-cost change to an eligibility
system such as the SNAP (food stamps) program is not completed correctly, it could
impact the abi]ity of the state to issue or re-load electronic benefit cards making it
difficult for low-income families to purchase food
o Investment is defined in terms of the cost to design, develop and 1mp1ement a system; it
does not contain any post 1mplementat10n operational costs, The cost to operate a system
is funded within an agency’s budget

To address the concerns the Legislative Fiscal Division (LFD) and the SITSD developed the
following criteria for placement on the IT project portfolio listing. The recommendation to the
LEC is that if a project meets any one of these criteria, it will be included on the LFC IT project
portfolio report:
0 Pro_]f:ct estimate is at feast $500,000 for development. Development costs include costs
for internal staff, vendor contracts, equipment and software
o Project is included in the bill that provides resources for long-range IT
o Project is potentially of enterprise interest or need. For example, document lmagmg
systems have been implemented by a number of agencies with a cost of less than
$500,000, however statewide the investment in the technology could be considered
significant :
o Request from the LFC to include the prOJect on the report. To address concerns with
impact to the citizenry, LFD staff will review IT strategic plans for smaller projects that



pose potential risks to the public. Staff would bring forward those projects with potential
risks to the Legislative Finance Committee for discussion and potennal placement on the
IT project portfolio listing

To address concerns with the definition of the investment in IT projects the LFD recommends
that the LEFD, SITSD, and the Office of Budget and Program Planning develop a format for
funding requests for IT projects that include operatmg costs.

Legislative Fiscal Division : 20f2 3/6/2012
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AGR_ Agrlculiural Licensing Systam DEV Greg Ames i 4/29[2012 11/1/2013 _ 6/30/2014 60 . $580,000 . ssso;ugo $0 580,000 0 . 80 . s_ssa,ona. .~ $201,250 35 ORe®
Agancy {eromants) o IR I
CPP  Campaign Finance Elstronic Filing System - PLN Jonathan Mati 2013 7112013 1142014  5/1/2014 .- 10 -$502,000 -5433,800 $502,000 ) B . $501 00d -, $4,800 1 | ﬁ@ [T 1]
; i ‘Agancy Comments| CPP awared the [T Contract 1o Stonetlver on 10/4/13. CPP- and Stoneriver. staﬁ have been working on requlrement for the Reglstrarlnn piece of the service since, Wereceived the T
first draft of Phase one lgh & C ittee requi on 11/20/13 and are revlew the first draft of the de\lverahle for tms portich of the preject. The end date has been
pushed to 5/14/14 only for the reporting portion of the project. The end date for the reglstration portion is still 1_:'14]14 and is on track to go live by then, R
DEQ diation i | System {RIMS) PLN lJenny Chambers 2013 1/23/2012 5 SLSUU QG0 $1,800,000 S?UO 200 51,060,000 $40,000 . . $1,800,000 a I IO@ [T 1] O
Agancy Comments|RFP13-2276P, 10 design, develep, support, and maintain the State of Mantana's new Remediation Inforsmation Management System, was released on 4,’09.0'2013 and :Iosed
6/11/2013; the original estimate for contract execution was September, 3013. DEQ recelved two proposals. Due to some technical procurement issues, COA Procurement .
canceled the RFP. DEQ and DOA are making changes to the RFP'and antmpates re-reteasing itin the third quarter of Fiscal Year 2014, The project is estimated to take 2 % years.
aner the agmement is executed Becauise It does not have a mandatory completion date, the Prajact Health remains greeri, CEP 13-DEQ-QA-22 for Quality Assurance and . X
. & validation {IVEV) services, was released on 5/17/2012 and clased 6/07/2013; the original esti for contract ion.was AUgust 2013 DEQ did .
- . . - . niat receive any praposals and wili re-submit the CEP after ‘the above RFP is awardsad. . )
DLl STAARS Design, Developm and Jmpler i . DEV- oy Mulvanay 2009,2011 2/11/2013 2/24/2014 66 512,500,000 412,500,000 $16,735,567  $3,000,000 519,735,567, 43, 753,2(]9 29 i . b Oc@ [}
: : : ‘Agancy Comment| Expended thru 11/14/13. includes three payments to vendor totaling $4,895,000. Twa mate payments are scheduled, one when the system goes inta praduction (1/14."14) and ’
. . N - . the second at the end of the subsequent 15 month warrantv period (5/24/15). . .
DL - Workers Compensation Application Network (WCAN) DEV _Diana Ferriter 10/3f2011  3fzf2015 T 79 $3,000,000 - §3,027,955 .. 83027955 T 53027935, 51994416 66 | S eee®
. . i . ‘Agency Comments]39.71-225 {MCA) Workers' compensation database system. (1) The department shall develop a workers' compensatlan database systern te generate managemant lnfOfmathﬂ )
- " |about Mumana s workérs' comp tion system. The datat system must be used to collect and compile inférmation from Insurers, employers, health care providers,
. taf ; claims exammers, rehabilitation providers, and the legal profession. % complete hasremained the same from [ast period due to an increase in ‘the number of issues
) . . . - wencnunlered by testers. % complete is based on the total number ofissues and those completed.
DOA Computerized Maintenance Management .Eytstem -CMMS INT Sheila Hogen 312018 - ) 1,!5_.';015 o ] [}) $350,000 ] 5350,000 ) 0 S0 ) S0 £350,000 $350,000 ) 50 a | ho @ OO
. o ,Aanncv(:ummemsl..'.. D . .
DOA  SAEHRS: MBARS Upgrade DEV Cheryl Grey 7772011 .12/31/205 a1 $1,174,300  $1,222500 . ] 51 222500 SLz2500 0 S7%6164 6 | [D@@@@
’ -Agency Camments| Funding provided lhrough $ARHRS Finance and Budget Bureau proprietary/internal service fund. Wurklng wnh £ontractor on data cenversion, gap analysis, development,
. . configuration, and testing.
DOl Entergrise Content Management (ECM) MVD imaging .- IMP - Brenda Rordiund 9/30/2012 . - §/30/2013  6/30/2014 40 325,000 $325,000 . S0 S0 ] " $325,000 $325,000 $218,973 68 | . Ic RO
System . .
] Agancy Comments| The ECIM MVD Imaging Soluuun is a five phase project focused an developing: 1) Driver D vk Systemn workflow-based replacement of the obsolete IntelliVUE
" system; 2) Court Actions dacument scanning and interfate workflow with Mantana Dffice of the CourtAdmlmstratur vig- Sharenomt' 3) Commierciak Driver's Licénse and Medical *
Certification document imaging workilow; 4) disahility placard workflow-roce ing; and 5) provide far. the,exiension of the ECM capability to support other MVD and DOJ
Division imaging business needs as funding allows, Appmprialed Budget Amounts: E-Cammerce funds will be ¢ jtted to the impl of the MVD Imaging Solution
|praject. ftem & is in the planning phase. . . L '_ o
DOJ  MHP In-Car Video Systam IMP Tom Butler 6/27/2G12 - 7/1/2016 ' 6/30/2015 30 $1,500,000 "$1,868,208, Toso $1,868,200° - 50 T $1,868,2I)9 : 578,1,816 a2’ | EQ Pe® :
i ] Agency unmmnsl . ] i ) L - - . . . - .
DO MERLIN Phase 3 Drivers TPLN “Brénda Nordiand - /3120012, 6/30/2012 . 6/30/2016 16 $5,00,000 - 55 500,000 - . 30 55,100,000 $401314 - 30 65,501,314, | 5429,405' T 3] 09e@®-
: Agancy Commants|MERLIN {Montana Enhanced Reglstratiun and Licensing Infurmatlon Metwork) Phase 1 and Phase 2 arein pmdu:tlon (Accounting, Motér Vehicle Services, Daaler Sarvices). The
 |third'and firial phase is to provide analysis and design for the driver sefvices that sre ionial to the ‘eventual develapment and deployment of MERLIN integrated driver.
licensing and records management applications. Phase 3 is' planned in four parts (1. Accounting and Unified Customer; 2. Electronic Pnyment Services; 3. Customer Service -
Portal; 4. Driver Senn:es] Phase 3 Parts 1 & 2 are underwav, the business Process de5|gn and reguirements are about complele The next step is the develnpmem Phase 3 Part
. |4is in the planning stage. Phase 3'Part & is stillin progress with 3M assistance. -
DOJ Montana Insurance Verification System {MTIVS) IMP Brenda Nordiund 6/30f2011  6/30/2016 - 80 $270,000 4270,000 ] . 5270,000 $270,000 - .- $232,000 . .86 | IO Y Y Y]
E ‘Agency Comments| The MTIVS solutian allaws law enforcernent, courts, MVD, and other autherized users to determine if a Montana motorist has {or has had) valid insurance for thelr vehicle(s). o
. |mTIVS cperatlons 'and maintenance costs for ongoing stpport are not included in the project develupmen: budget. MTWS development is complete and an internet portal i$
aperational t6 perform insurance verification transactions. Law enfarcement, Criminal lustice Information Natwork, and Courts have access to MTIVS.
{ DPHHS MACWIS Planning _PLN. Robert Runkel 10/1/2013  12/31/2004 . a . $350,000 $653,568 $326,784 5326,784 $653,568 50 0 | ﬁ' [TTI N

Date Printed: 12/2/2013 at 3:22 PM

. Agensy Cammants| Opiginal project estimate was created dunng the 2013 |egislative sessien. Current project estimate is revised basad on conversation with federal partner, ACF, and requirements ..

that this planning effort also m::lude a revised feasibility study and alternative analysis and to show total cost of ownership including agency support. Par conversation with
federal partner this project Is eligible for enhanced SACW!S federal partfdpallon at 50%. Project staff are in progress of being assigned and a pru]ect manzager is anticipated to be
on staff by 12,"011'2013
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DPHHS Medicafd Mndemlzatian and MAGI Implemematlon DEV Mary Dalton 6/20/2013.  10/1/2013 - 85 46,665,789 56,665,789 8666,579 $5,995,210 K $(‘§,655,789“ 51,892,243 28 | [T ] @ []
Agancy Commants| Dayelopment under this praject is: Federaﬂy required modernization of the Medicaid Eligibility for Modified Adjusted Gross Income {MAGI) which must be implemented by
. . . . o October 1, 2013. ' -
" | DPHRES M ‘ d Eligibility & Exib and CHIMES MA/HMEK: DEV Mary Dalton - 6/20/2013  12/33/2015 ) 15, 526,497, 917 SZG 497',917' 62,649,792 . £23,848,125 526,497,917 $2,SD 495 .11 | PDOO ®
- EAlnb ranan - - . . . . .
c Agency Cammants | This project includes devel and impl atlon of:he agency Service’ FIrst Imllative, in:luding anline appll:atlon, phone coud, and full integration of CHIM ES MA/HMK
into the énterprise architecture. ) . . . [
DPHHS Human Resource Database and Tracking System INT Deborah Sloat Bf1/2013  6/30/2014 . ' 30 . $550,000 “$S50,000 524,665 544,550 $290,785 EE $550,000. .40 S | ISGOC > @l
Agency Comments| Th:s prujeﬁ is being developed as an enterprise wide solullon involving State Human Resource Dmsmn Project is esnmated at E!D% camplete based on contractar work .
- perfurmed however no'invoice has been received for payment as of this reportlng period. - - o
DPHHS Budget Report Memagément System - - o DEV Marie Matthews Efl/ZDlZ -12/31{2013 - 507 $501,180 - - - -5501,180 - - 5217430 -_-'522,759 . 5260,951 - S501,_33IJ s 5301,1_80- - 607 I - |Oﬂ COOO
i . . . Agency WmmenB}This Is a multl phase preject, Phase | of the project is estimated to be $301,180; Phase Il of the projsct for additlonal functionality is estimated te be $200,000, - T Lo
DPHHS Healthcare Facility Licensing Database TDEV Roy Kemp - 6/1/2012  12/31/2013 80 | 9935136 °  $535,136 5426088  $4,545 $104,507 $0 . . $533,136 . .- $307400 . 57 | FPEB®
R . . Agency cm"r"!fl"sl'l'his is a multi phase project. Phase | of the project is estimated to'be $300,000; Phase |l of the praject for additional functionality is estimated to be $235,136. . K .
DPHHS : Medicaid Management Information Systemn (MMIS) DEV Jeff Buska 2009 4afzf2012 3f2{2015 : 27 $70,000,000  $78426,777 510,046,470 E 568,380,307 S0 578,426,777 59,244,664 12 [ X |@@ O@@
Agancy Commants| MM |5 includes $69.9m from Long Range IT, inlcuding transfers, and $8.4m from HB2 apprupnanons Proje:ted casts for (CD-10 project appropriated in HB4durlr|g the 2007 ’
! ) ) . . legislative session are inciuded i the reporting of the MMIS project. . . . L L
DPHHS Vocational Rehabilitation (VR) Case Management System PLN Robert Runkel |- . 1;'1,"2013 12,"31;'1013 - 850 31 475,500 $1 475,500 5314 282 - 50 51,161 218 K X 50 . 51,47_5,500 - $604,254 47 | X hoo @ O
Asenvvwmmemq Implementahon remgins as December 31, 2015 The fmal funcllonahtv pieces are being completed and moved infar End to End UAT.
DPHHS Statewide Automated Child Welfare Information System - DEV Roert Runkel 2007 8f1/2012 " _ 2/28f2014 . B -84 .'51,495,000 51,973,466 51,082,426 $0 .- $891,040 . S0 . $1,973,366 $1,200,751 61 i T
{SACWIS) Safety Assessments and Centralized Intake - SAMS v ) . ) : : : B : [F 1 1N
. Agancy Comments| HB2 cost.estimate [s for interfaces and Integra\lan‘uf MSAMS into the existing CAPS. This work will be completed under existing LOE within the CAPS M&Q contract using base
. o Y No additional request for.apprapriations will be ne¢essary for this current identified intarface effort. This amount Is identified hers to provide a full cost
: accuunting oflhe project across the agency. Thé project scope and timeline have hee upidated resulting in'a gond devélopment and UAT routine for the releases with an
antlc|patrnn of an initizl faunch in Feb 2014 and with 2 more releases for offline fum:tlonall!y coming in June 2014. Many of the technical challenges have been resalved ar
. . . N . . . prn:esses have been Identifled ta adtress them in more efficient Ways. N
JUD Mentana Courts Electronlc Filing System v DEV Beth McLaughlin 3/7/2013 © 6f30/2017 O v $1,717,367 $1,822,206 51,535,0001 ’ S0 $287,206 $0 51,822,206 $577,913 32 | }OO [T 1)
! . . o Agancy G nts|Cn oui first report we did not include dollérs received from & Court Assessmetit Program Grant becadise we were riot cértain we would get the funding. . Since then the funding o
" |was-approved and has heen expended it is possible the federal dollars will increase by approximately $100,000 each-year for the next 5 if the CAP Grant funding continuesta hé-
. . . . appraved for.E-Filing. s .
MET  Safety Infdrmation Mariagement System E © FIN 10/1/2012  6/30/2014 9/30/2014 - 30 31,500,000 - ' $3,000,000 B 32,250,000  $750,000 $3,000,000 $147,233° 5 | bo@ [ Y]
Agensy Comments| Project was not funded by Legislstive Appropriation. Original costs estimates ware focused on a COTS Decision Support Tool for safety management, The new estimate includes
apurchased data stare needed to suppart the tool and inclides MDT staff time for the duration of the project. A Request for Propasal [RFP) was released ta the publicin
. S 2013, Respunses ara under review by the MDT Evaluation Committee. Vendor selection is scheduled for N ber 2013, . . .
MDT . Malntenance Management Systern {MMS) ~ -~ . . PN Jonathon Swartz  FY2014 .3/4/2013 . 7j/ama5 . R 12 52,000,000 . $2,000,000 B 50 0 0] ieeese@
S L R il *-Agancy Commanits| The hMM$ prnjec‘l |s currenllv in the early stages of requirements gathering. The verall plan 513 utifize the REP process to procure a COTS [cummer:lal off- lhe-she[ﬂ system to R
. replace the current computer application. This project is funded via HB10. We have not. requested HB10 funds distribution as of yet, The current estimated cost does not
. - . currentlv include s6ft costs; the overall budget, which will include all costs,has nat been finalized, . -
MPERA Line-of Business- Hosting : - - - . DEV- Barbara Cluinn 7/9/2012 9/5/2016 - - E] $1,140,000 - 53,140,000 - - - - 51,140,000 51,340,000 $33,507 . 3 | IO [T I

Agency Comments| Amency Comments: Funding source fs Pensfon Administration. Project was unanlmously appraved bi the Publlc Employes's Retrement Board an'10/14/2010. MPERA has ~
contracted with Depariment of Administration Information Technology Services Division (S{T5D).to host the Line of Business development environment at the state data center.
Third Party Software and Hardware has been purchased and ongoing costs incurred as part of the hﬂstmg with SITSD.

Date Printed: 12/2/2013 at 3:21.PM

[MPERA MPERA: Oversight Froject Management &V &V~ DEV  RoxanneMinnshan 3192001 - 4/1/2015 o 53 $435.228 SB28 T 0 o 50 samam T T R [ eace®
— T : — —— — . . -
FAPERA WPERA: Data Cleansing Impiementstion . DIV, Patly (MPERA) Davis B/5/1002 9/5/2006 3 Tee | Gwam W N 50 Sa0000  s450000  SisLwe 34 | XOO@OO®)

Agencvnommanlsl X .. e T L .. )
TMPERA MPERA: Line of Business - Implementation TEV Barbara Quinn T/A7A002  f572006 T30 7850000 57,362,800 () 50 0. Simooue siase0m 5215408 U | ORe®
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Agency Comments|At the time of réporting, TRS is In the process of developing CEP§ to procuré IVRY, téchnical writing, and tésting services far this project. The estimateéd cost of these seivicesis

included in the Tota! Fstimated Cost category of the LFC IT Project Portfolla Report. The M-Trust Technical Upgrade i being conducted module by module where per:ent .
lete is besed on d Involee .

General Pro]ect Informatmn Schedule Dates . - | _ Total Estimated Cost . Expended . [. Project Health.
il g8 25 "% Leg | 35|23 2§ zf : HERCARAL
B E- g 2% |.-2g | .22 [ 5B 55| EZ oo als BE S Bl
d e 3 & 2F | 28 'o& g8 | 8| S8 | 58 i Towl [ % a?mﬁé’gz
- . - Aguncy Comments|in Ihe last guarter MFERA and Sagitec have continued work on the phase of Calculations, Service Purchase, Claims, Death which started June 10, 2013. This phase has had some .
. . . delays do ta various circumstances, ‘At this time there is no change to the overall completion of phase 4.4.2, however it is possible that the end date for the phase may be !
impacted. There wasan appranmate two month delay 'n completing construction for phase 4.A.1, which has Impacted construction for phase 4.A.2,and It Is currentlv hehind -
= = . . R - .+ |schedule. . . - .
_OPl ~ K-20 Data Project .- . L PRE .- James Glatzen - 7/i2002 . 6/30f2015 . . X0 $4,000,000 53,977,860 R ©§D 33977860 .50 ] $3977,860 | SLLOI0 T eece@
R .. : R . i Alﬂn:anmmumlemjg:t is on track and 75 currently in contract negotiatians with [BM for our Data Transport/Transeript'Mangaement Solution. . o i " - - ) -
"OP)  Schoo! Staffing - - IMP Madalyn Quinfan 7/1/2010 1f1/2013  12/31/2013 97 $400,000 $625,000 625,000 TR $0 50 $625,000- - $531,275 25 | }OO [T 1)
) ) C . AGG"W%NMH'\Bl]'he chiange in the end date is due ta some limited resources available with beth the OPl1and the contractar at this time. T
OPl 'Statewide Lengltudinal Data System DEV Madalyn Quinlan /{2010 6/30/2013  &/30/2014 95 35,798,457 5,798,457 40 . %0 $5,798,457 $0 55,798,457 54,043,210 70 I ﬁ ﬁ [ TT ) .
. Agancy C iThe original deliverables were met on time and under budget, The project end date was extended to accomadate additional scape. R K X
OPI Direct Cerlification Pracess Improvement Project . DEV 2/6/2012  12/31/2013 95 5953,537 $959,537 50 R $959,537 D . 5959537 $e8a,858 92 | - }OO@OO
. o . Aiﬂner°mmenﬁ|ProJe:t Is scheduled to go live in September 2013, ' T
SITSD  Data Proteciton Initlative INT Ron Baldwin 2014-2015 10/15/2013  6/30/2015 1 $2,000,000 52,000,000 2,000,000 40 S0 40 52,000,000 50 -0 I - I‘i Oﬂ [) @0
- o s s Agency Cﬂm'ﬂlﬂthh\'s project has just begun. The project plan is still in development. . ) -I
SITSD Phase 1 (RFI) Blectronic Records Management PLN Ron Baldwin 7/16/2013  1/1/2014  2/1/2014 20 50 S0 0 50 0 50 50 0 .0 l IO F90R®
: (ERM)/Electronic Content Management (ECM) Project . - - .
! X Agancy CﬂmmnhlSent aut survey; recsived responses; préparing to issue AFl in December 2013 . )
SITSD  SITSD:. Public Safety Communications System . . DE‘V‘ .- :gg;, 2009; 8/1/2004 7/1/2016. . 7/1/2016 70 $150,000,000 - $121,000,000 512,5qD,OOD ) 0 $51,400,000 55,‘500,000 569,400,000 $62,622,170 :90 l h 0@ o0
Agancy Commants|Since the |ast report the total project funding increased by 53.0 million due 10 the approval of &n sppropriation by the 2013 Legisk ire for system ions and
All of the current remaining preject funding of approx. 36.778 is currently obllzated te vendors/contractors for outstanding projects. We will continue to report the budget-and
risk in \'ELLDW due to the risk of net being able to secure funding to fully complete the system to provide coverage to the entire state. It should realized that what has heen
. . leted is functicnal and is operating today, the system is just not builtout £6 all lacations across the state. . . . . .
.505  Information System Manzgement (SIMS) - Phase 2R3 PRE" . Linda McCulloch.* 2043 94,078,385 $4,078,385 . $4,078385 . . . 54,073_,385 .0 | . b [TTT]
R . - ] K ] Agancy Cumrnunb|Fhase 2 and 3 include dacument back scanning and hosting costs, ‘Decument back scanning RFP awarﬂed Hﬂd work bBEEﬂ 11/4/1013. N
505  Informatioh System Management {SIMS) - Phase 1 IMP Linda McCulloch 7/2/2008 2232012 12{1/2013 85 © $1,529,181 $1,529,181 51,529,181 30 50 - 0 $1529181 - $1,446,169° 95 1 ﬁ OO@ []
. : . j ] ] : Agency Cﬂmmenti'Phase 1 went live on 7/1/2013, Final acceptance on 11/13/2013. 12-month warranty period expires 11/12/2014. . . o :
STF Insurance Clzim Pracessing System Upgrade ) DEV Al Parisian 7f1/2013 3/31/2015 . 5484,644 $484,644 T 5484,644 5484,644 50, L] I EOOG [
- S . ] ‘Agency Commeants| ] . - T R - -
TRS  M-Trust Technical Upgrade ' PLN " Shawn Graham - 10/10/2013 . 4/22/2016 D $2550,000  $2,550,000 50 T 50 52,550,000 52550000 - 070 -2 | 009 0@

‘HLD=| -Hold

risk.

Date Printed: 12/2/2013 at 3:21 PM

Current Phase: The project’s current phase: INT=lhitiation, PLN F'Ianrung, DEV=Development, IMP=Implementation, CLS=Close,

‘Pr0|ect Health Crlterl

Scope:  Green= fea1ures and functionality being built as designed and still within green parameters of schedule, budget andvor .

Yeltow = scope changes have been introduced that elther (1} the impact is unknawn; or, {2) cause the scheduls, budgeti;' 1
and/or risk to become Yellow. ’
Red = scope changes negatively impact the schedule budget and/or risk into Red.
Schedule: Greéen = Critical Path milestones are on schedule.
Yellow = Critical Path milestane has been missed but schedule contmgency exists.
Red = Critical Path milestone has been missed and ro schedule contingency exists.Or more than one. Grmcal Path’
m|Iestone has been mlssed




