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[bookmark: _GoBack]Questions:
· Is it ‘required’, and b) on which devices?  Does this only apply to those devices that today use active-sync to access email? IE – the smart phones?
· Mobile Device Management is required for Smartphones and non-Windows Tablets that connect to any state Information Technology resource for content or email.
· There are currently unencrypted devices using the MDM solution.  How will we enforce this?
· Forcing storage encryption on BYOD enrolled devices is not possible.   The containerized space is encrypted but it is possible for a user to save a document to unencrypted storage.  BYOD will be limited to email and calendaring.   Encryption can be enforced on fully enrolled devices. The policy will be changed to reflect the difference between BYOD and Fully Enrolled in regard to encryption.  See change #1 below.
· Will some process be used or required to determine if a device has been compromised or jailbroken – how is this to be done?
· The AirWatch software determines if the device is compromised.  It is aware of the signatures that indicate that a device is jailbroken (compromised).
· Shouldn’t ‘enrolled’ be defined, or shouldn’t there be some statement prior to this point that defines something to the extent that for ‘some level of more direct access’ to email exchange the device will be required to be enrolled and using the enterprise MDM solution (at this time product ‘x’)?
· The policy will be changed to define “enrolled” as a device that has the MDM solution agent installed and functional. See change #2 below.
· In regard to cloud storage, which ones are approved and which ones are not? There should be a link to site that keeps an accurate and up to date list of approved sites.
· The policy will be changed to include a link to a standards list that will include approved Cloud Storage such as “One Drive for Business” or MT Drive.  See change #3 below.
· In regard to requirement “F.” where MDM administrators must ensure users are aware data could be wiped; this shouldn’t need to be stated, because it should be spelled out very clearly in the End User Agreement that everyone is going to be required to sign.
· This is a MDM administrator requirement; not an end user requirement.  This requirement originated with DOA Chief Legal Counsel to alleviate legal concerns if data is wiped off a device.
· Is it possible to enforce all devices to be current with OS levels, hot fixes, patches, etc.?
· AirWatch tracks how current a device is including BYOD.  MDM administrators can implement compliance policies in AirWatch to warn users and administrators when a device falls behind.
· How would laptops be managed?
· The recommendation is to manage laptops with your desktop management suite such as SCCM.  However; the MDM solution might be better for non-domain enrolled laptops such as Chrome Books or Windows RT.  It works the same way as a Smartphone; an agent is installed.
· This is a nice general statement, but is it specific enough for this policy and what is being implemented within the State of Montana.  Does this policy propose that the MDM solution be implemented for all phone, table and laptop devices?
· The goal is to limit risk and protect state data so yes this policy is suggesting that MDM be used on any device that accesses protected State of Montana Data when the device is not currently being managed by your desktop management suite.

Comments:
· Wiping devices when a person gets a new device needs to be addressed.  
· The policy will be updated to reflect this need.  See change # 4 below.
· Even a ‘compromised’ device could access ‘state data’ with any web browser, and/or use of Citrix sites.
· True, but modern load balancing technology such as NetScaler or F5 can be used to help mitigate this risk.
· ‘Montana resources’ is too vague and inaccurate.
· The policy will be updated to define Montana resources as protected data managed by the State of Montana. See change #5 below.
· I don’t think the statement ‘bring personally owned mobile devices (….) to their work place’ is pertinent. The only important part is ‘to use those devices to access privileged company information and applications’.
· This definition came from Wikipedia.
· The policy should reference the Computer Appropriate Use Policy.
· The policy will be updated to reference the baseline security controls that define appropriate use of IT resources.  See Change #6 below.
· Some of the items in section V are procedural in nature and would be better placed in a procedure document rather than a policy.
· This policy will be reviewed annually and items will be pulled out as procedures and guidelines are developed.
· Item V. A. a.:  MDT may not be able to undergo a wipe of only the containerized MDM space on a BYOD device if we are not able to implement a Mag server on the MDT domain.  Since this is an unknown at this time we suggest adding language that says the containerized wipe will be done on BYOD devices whenever possible but the agency may do a full device wipe if deemed necessary.
· The policy will be updated to reflect this change.  See Change #11 below.
· V. G.:  We do not believe it is the responsibility of the MDM administrator to inform the user.  It should be a function of the manager/supervisor approving the phone to ensure the employee reads, signs, and understands the relevant use agreement. 
· The policy will be updated to reflect this change.  See Change #12 below.

Pending Changes to Policy based on questions and comments:
1. Old: All mobile devices that access State of Montana data protected by federal or state regulation must enable encryption on all storage directly associated with the mobile device including Secure Digital (SD) cards and flash drives.	If a device does not support encryption, that device will not be used to access such data.
a. New: All Fully Managed (Fully Enrolled) mobile devices that access State of Montana data protected by federal or state regulation must enable encryption on all storage directly associated with the mobile device including Secure Digital (SD) cards and flash drives.  If a device does not support encryption, that device will not be used to access such data. Because encryption enforcement is limited with BYOD enrolled devices, BYOD enrolled devices will be limited to email and calendaring. 
2. Definition added: Enrollment is the process to join a device to a platform for purposes of device management.  The process includes installation of an agent that allows both administrators and invited end users to enroll devices. When devices are enrolled, they are authenticated and the appropriate restrictions, apps, and content are pushed automatically. 
3. Old: Non-State approved cloud services must not be used for any storage or duplication of state data protected by federal or state regulation, statute or law.
a. New: Non-State approved cloud services must not be used for any storage or duplication of state data protected by federal or state regulation, statute or law.  Refer to the IT Professionals information on the Mine Site under IT for standard software and approved cloud storage options.
4. Added requirement:  MDM administrators must initiate a wipe process on replaced, reassigned, lost, or stolen devices.  This can be accomplished by initiating un-enrollment from the MDM solution.
5. Old: All access to State of Montana resources from a mobile device requires authentication, which must include either a device passcode or user password.
a. New: All access to protected data managed by the State of Montana from a mobile device requires authentication, which must include either a device passcode or user password.
6. Added to Requirement I:  Agencies are also responsible for ensuring their end users are aware of appropriate use policy information located at POL-Information Security Policy – Appendix A (Baseline Security Controls).
7. Password \ Passcode requirements updated to include correct link to enterprise security policy that addresses password requirements.
8. Old: If a device does not support encryption, that device will not be used to access such data. Because encryption enforcement is limited with BYOD enrolled devices, BYOD enrolled devices will be limited to email and calendaring.
a. New: If a device does not support encryption, that device will not be used to access such data. Because encryption enforcement is limited with BYOD enrolled devices, agencies will be responsible for configuring the MDM solution to limit BYOD devices from storing data on unencrypted storage.
9. Added Requirement: All State Owned mobile devices must be disposed of in accordance to the Information Security Policy – Appendix A.  The specific requirements are within the Media Protection family (MP-6).
10. Updated location for end user agreement template location and corrected link for appropriate use policy information.
11. Old: If a device becomes compromised while it is enrolled, state data will be removed.  Depending on type of enrollment, this could result in a factory reset on the device.   Fully enrolled devices will undergo a full wipe of the device.  Devices enrolled as BYOD will undergo a wipe that only removes data in the containerized MDM space.
a. New: If a device becomes compromised while it is enrolled, state data will be removed.  Depending on type of enrollment, this could result in a factory reset on the device.   Fully enrolled devices will undergo a full wipe of the device.  Whenever possible, devices enrolled as BYOD will undergo a wipe that only removes data in the containerized MDM space.  However; agencies reserve the right to do a full device wipe if deemed necessary.

12. Old: Agency MDM administrators must ensure end users are aware that State Data may be removed from BYOD mobile device in the event the mobile device is replaced, lost, stolen, or the end user terminates employment with the State of Montana.  Agency MDM administrators must ensure end users are aware that fully enrolled mobile devices may have all data removed, including personal, in the event the mobile device is replaced, lost, stolen, or the end user terminates employment with the State of Montana.
a. New: Agencies must ensure their end users are aware that State Data may be removed from BYOD mobile device in the event the mobile device is replaced, lost, stolen, or the end user terminates employment with the State of Montana.  Agencies must ensure their end users are aware that fully enrolled mobile devices may have all data removed, including personal, in the event the mobile device is replaced, lost, stolen, or the end user terminates employment with the State of Montana.
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