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Ransomware Readiness Assessment (RRA)
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 Ransomware Readiness Assessment  
o Self-assessment module in Cybersecurity Evaluation Tool (CSET) v10.3

o 10 Goals with 48 tiered practices (questions); 18 Basic, 16 Intermediate, 14 Advanced
o Based off CISA Cyber Essentials, Ransomware Guide and leverages the MITRE ATT&CK 

Framework
o Structured to give organizations a clear path for improvement
o Complete with supplemental resources for each practice

o Several types of reports and charts depicting results
o Ransomware Assessment Goal Report
o Deficiency report highlighting weakest goals
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10 Goals of the Ransomware Readiness Assessment
48 tiered practices (questions); 18 Basic, 16 Intermediate, 14 Advanced

2 total questions

2 total questions

3 total questions

4 total questions

7 total questions

4 total questions

9 total questions

4 total questions

9 total questions

4 total questions

1-Basic, 2-Intermediate, 1-Advanced

3-Basic, 2-Intermediate, 2-Advanced

2-Basic, 1-Intermediate, 1-Advanced

2-Basic, 3-Intermediate, 4-Advanced

1-Basic, 2-Intermediate, 1-Advanced

2-Basic, 5-Intermediate, 2-Advanced

0-Basic, 1-Intermediate, 3-Advanced

3-Basic, 0-Intermediate, 0-Advanced

2-Basic, 0-Intermediate, 0-Advanced

2-Basic, 0-Intermediate, 0-Advanced



RRA – Download CSET / Access RRA
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Step 2

Step 3

Step 4

Download CSET 
latest 
version via 
GitHub

• Releases · cisagov/cset
· GitHubCyber

Step 1

https://github.com/cisagov/cset/releases
https://www.cisa.gov/stopransomware/cyber-security-evaluation-tool-csetr


RRA - Practices/Questions
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RRA – Results with Charts and Graphs 

6



RRA - Goal Performance
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RRA - Reports
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The RRA Report
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RRA Report - References
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RRA Deficiency Report
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Download CSET / RRA on GitHub and take RRA
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Download via GitHub
• Releases · cisagov/cset · GitHubCyber

• Security Evaluation Tool (CSET®) | CISA

Questions? 
• Contact Joe Frohlich 

joseph.frohlich@cisa.dhs.gov
• Contact Cyberadvisor@cisa.dhs.gov or 

Vulnerability@cisa.dhs.gov  

https://github.com/cisagov/cset/releases
https://www.cisa.gov/stopransomware/cyber-security-evaluation-tool-csetr
https://www.cisa.gov/stopransomware/cyber-security-evaluation-tool-csetr
mailto:joseph.frohlich@cisa.dhs.gov
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